
Soggetto 
coordinatore 

ENEA 
Unita' Tecnica di Modellistica Energetica ed  

Ambientale 

                                       
Titolo del progetto 

 
 

 
A Framework for electrical power systems vulnerabilità 

identification, defense and restoration. 
 

Acronimo 
                                                                                                    

AFTER 
 

 

Descrizione del 
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AFTER project addresses the challenges posed by the need for vulnerabi-
lity evaluation and contingency planning of the energy grids and energy 
plants considering also the relevant ICT systems used in protection and 
control. 
Project emphasis is on cascading events that can cause catastrophic outa-
ges of the electric power systems. 
This kind of contingencies and the following cascading effects can be cau-
sed by deliberate acts of terrorism, sabotage, criminal activity, malicious 
behaviour etc. , or they can simply be caused by a combination of acci-
dents, natural disasters, negligence. 
Both risk analysis and risk mitigation will be pursued. In particular, two 
major objectives are addressed. 
The first is to develop a methodology and tool for the integrated, global 
vulnerability analysis and risk assessment of the interconnected Electrical 
Power Systems considering their interdependencies. 
The second objective is to develop algorithms and tools supporting con-
tingency planning in a two-fold approach: 

 preventing or limiting system disruption; 
 re-establishing the system after a major disruption. 
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