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Descrizione del
progetto

The CockpitCl project aims on one hand to continue the work done in
MICIE by refining and updating the on-line Risk Predictor deployed in the
SCADA centre, on the other hand to provide some kind of intelligence to
field equipment, allowing them to perform local decisions in order to self-
identify and self-react to abnormal situations induced by cyber attacks.

It is mandatory to operate both at SCADA control centre and at field
equipment because it is very dangerous to let field components operate
autonomously.

To address this issue an hybrid validation system will be implemented: at
the Control Centre level an “Integrated On-line Risk Predictor” will provi-
de the operator with qualitative/quantitative measurements of near futu-
re level of risk integrating data coming from the field, from other infra-
structures, and from smart detection agents monitoring possible cyber at-
tacks; at field level, the system is complemented with a smart software
layer for field equipment and a detection system for the TLC network.
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