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There are societal challenges, as well, as growing awareness of privacy
issues leads to unease with the traditional measurement approach of
centralized storage and analysis of traffic information.

Attempts to further centralize the response to these threats will simply
not work. Therefore, network traffic monitoring and measurement must
be made effective across domain boundaries in order to meet the chal-
lenges of this environment. Cooperative threats and distributed failures
call for a distributed, cooperative detection and mitigation infrastructure.
Specifically, DEMONS aims to design and demonstrate the operation of a
network for cooperative monitoring. We will apply innovative measure-
ment, analysis and data protection techniques across a network of flexi-
ble monitoring nodes in multiple domains to accomplish cooperation, re-
siliency, and scalability in measurement, and confidentiality of measured
traffic.
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