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Descrizione del
progetto

The main objective of MASSIF is to achieve a signicant advance in the area
of Security Information and Event Management (SIEM). On the base of
proper multi-level event correlation MASSIF will provide innovation
techniques in order to enable the detection of upcoming security threats
and trigger remediation actions even before the occurrence of possible
security incidences. Thus, MASSIF will develop a new generation SIEM
framework for service infrastructures supporting intelligent, scalable, and
multi-level/multi-domain security event processing and predictive
security monitoring. Such service-level SIEM involves the modelling and
formal validation of security, including trusted computing concepts
(Fraunhofer), architecture for dependable and resilient collection of
service events (Uni. Lisboa), supported by an extremely scalable and
performant event collection and processing framework (UPM), in the
context of service-level attack models (SPIIRAS).
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