
Secur i t y  research in  I ta ly

 
Volume 3

 
Security Research in Italy 2013



1

Security Research in Italy 2013

 

Preface

In 2012, the Italian Technological Platform on Security Research, SERIT, has defi ned its new functional 
structure, by aggregating the original security domains and proposing new themes composed by a 
set of 8 Missions and 7 Technological areas, to be aligned with the Security drivers proposed at the 
European level for the next Research Framework Program, Horizon 2020, while covering the national 
security needs expressed by the members of the platform.

In  2013, SERIT aims to share the Research Priorities identifi ed through the joint work of its members, 
i.e. major stakeholders and national experts on security, with respect to the main drivers on collaborative 
research defi ned in Horizon 2020. 

With these important results, SERIT addresses the National Institutions representatives, acting at 
European level, to promote and support the Italian position on security issues and to transfer the relevant 
national interests in a wider European perspective. 

We would like to sincerely thanks all those who have been working to achieve this important goal, 
which represents an important step towards National technological excellence in Security, which will be 
refl ected also at European Level. 

       Cristina Leone and Fabio Martinelli
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Introduction

The evolution of the complex scenario concerning the different aspects of Security is refl ected by the 
attention and interest of a growing audience of academic and industrial researchers towards SERIT 
(SEcurity Research in ITaly – www.piattaformaserit.it), the Italian technological platform acting in Security 
which gathers today more than 300 organizations and an increasing number of security experts that 
participate in all its activities.

SERIT, a joint initiative launched by CNR and Finmeccanica, brings together Italian industries (both 
large industries and SMEs), academia, research centers and end-users, in order to promote and 
develop a National Research Agenda to drive the future technological developments, while answering 
to the identifi ed National Security needs. To this aim, SERIT has been originally structured in Missions 
(representing the different areas where Security needs to be investigated in Italy) and Technological 
Areas (identifying the technological priorities). 

Within this role, SERIT aims to reinforce the networking among national researchers, industries, end-
users and institution’s representatives, allowing them to cooperate on common interest projects, to 
activate public-private partnerships and to strengthen national and international participation to research 
programs (including National research/national cluster activities and Horizon 2020). 

In line with the goals and the future issues of the European Commission, the platform has been 
recently restructured to be more compliant with the issues launched by Europe for the next Framework 
Programme Horizon 2020, by proposing a new mapping and an appropriate aggregation of the missions 
as well as a defi nition of new technological areas that are compliant with those who are the main drivers 
of Europe, without losing the original features in the application domains that refl ect the national needs 
in terms of Security.

Considering the fact that the fi rst H2020 ‘calI for proposals’ might be launched at the beginning of 2014, 
it appears urgent to concentrate on the content aspects and to come up with some proposals towards 
the future european security research programme, in particular for the Work Programme 2014-2016.

There is a strong link between the Societal Challenge “Secure Societies” and the S of GMES (now 
Copernicus). Copernicus, as well as Galileo, is a fl agship Program of the European Union for the 
development of advanced services in the fi elds of environment and security. It is driven by the needs of 
end users and one of its main objectives is to support the competitiveness of European enterprises at 
the world wide scale. So, it is a key point of the innovation strategy, since results of research enter into 
the operational chains of end users, and, in this way contribute to develop the market of applications. 
Copernicus is developing the European observing capability based on two technological pillars: the 
“space infrastructure” and the “in situ infrastructure”. It is included in the MFF, but not in H2020, since 
it is now entering into the operational phase. 

Nevertheless, it is necessary that the research continues supporting Copernicus in order to improve 
continuously the services to be delivered and identify new services. In this frame, it is necessary to 
exploit the link between the Societal Challenge “Secure Societies” and Copernicus, developing GMES 
like services, based on the integration of Earth Observation technologies (both satellite airborne and  
ground based) with ICT technologies (interoperability, web services and so on) and transferring the 
results to operational services. This approach could play a key role for the success of H2020, promoting 
innovation and delivering products that have a clear impact on the life of citizens.
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Recalling the current preliminary state of H2020, this current Volume of SERIT provides recommendations 
for the execution of the next phase of security research. These recommendations are drawn from 
conclusions and experiences gathered in SERIT Platform.

The purpose of this publication is to present the SERIT platform and describe those national needs 
mapped according to the priorities identifi ed by European Commission, in order to present a roadmap 
for future research activities and to propose a list of projects for the related developments, also identifying 
the lighthouse projects acting as main achievements in the corresponding areas. 
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What is SERIT?
SERIT (SEcurity Research in ITaly) is the Italian Technological Platform, jointly launched by CNR and 
Finmeccanica, which brings together Italian industries (both large industries and SMEs), academia, 
research centers and end-users, in order to promote and develop a Research Agenda for future 
technological developments, answering to the identifi ed National Security needs.

SERIT has several  high-level objectives:

Reinforce National and International Cooperation and competitiveness:

• SERIT aggregates a number of experts and competencies under different domains, stimulating 
a fruitful network among stakeholders, users , technologies experts and national institutions;

• SERIT promotes a dialogue with end-users and national stakeholders to bridge the industrial 
and academic research with the real needs and requirements expressed by users;

• SERIT acts as a catalyst to access to both national and European funds for research.

Promote the development of Human resources in Security research:

• SERIT aims to promote and to develop the human capital in security, by promoting and 
supporting PhD. in collaboration with industries and academic members of the platform, in 
order to maintain the national excellences and the know-how in security research.
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Develop a research agenda of the security community in Italy that is also coherent with the European 
vision. 

• SERIT already prepared two volumes with the identifi ed research topics (for 2011 and for 2012) 
and this volume represents the contribution for 2013 (and it is the fi rst to be written directly in 
English to reinforce the specifi c goal of being of contribution also for H2020).

SERIT competences had been organized according to a Matrix structure composed by 8 Missions 
(Settori Guida (or SG) in Italian) (representing the different area where Security needs to be investigated 
in Italy) and 7 Technological Areas (identifying the technological priorities):

Missions:

• SG 1 – Transportation Security;

• SG 2 – Energy Supply System Security;

• SG 3 – Borders Security;

• SG 4 – Cyber Security;

• SG 5 – Agrifood Security;

• SG 6 – Health Security;

• SG 7 – Integrated Safety and Security of Cultural heritage and Built Environment;

• SG 8 – Smart Cities Security.

Technological Areas:

• TA 1 – Surveillance and Situation Awareness;

• TA 2 – Communications;  

• TA 3 – Detection & Identifi cation Systems;

• TA 4 – Technologies for Crisis Management & People, Assets and Infrastructures         
 Protection;

• TA 5 – Information Processing & Management;

• TA 6 – CBRNE;

• TA 7 – Legal & Ethical Issues for Security.
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The structure has been aligned with a wider European strategic vision, always taking into account the 
national requirements and priorities identifi ed, by SERIT Members.

Each Mission/technical area is represented by a technical WG chaired by at least two researchers/
technologists. The current list of contributors to the SERIT agenda is composed by more than 300 
members. A list of the active members can be found in the platform web site (www.piattaformaserit.it).
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1. Missions

1.1 SG 1 - Transportation Security

The protection of national transport systems is an enabler factor for the free circulation of people and 
goods and, moreover, creates a proper environment able to support the development of trade and, in 
general, the country’s economy.

The adoption of measures to prevent and/or detect the entrance, presence and movements of 
people and goods, while  detecting unauthorized access or unexpected behaviours, contributes to 
decrease the potential risks that can affect a key component of the value chain such as logistics. 
The security of rail, roads and sea-way and the possibility to combine different transport modes (multi 
modality/ inter-modality), demands the development of tools that allow a supervision of the entire transport 
sector. The Security of transports will benefi t of actions aiming to collect and share common needs among 
the different sub-sectors and to bring out those peculiarities to be taken into account.

The following sectors will be then detailed:

• Railway Security

• Multi-modal Transport Security

• Road Transport Security

• Maritime Security
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Railway Security

Introduction

Guaranteeing an high level of rail transportation systems security is a fundamental objective for railway 
operators and infrastructures managers.

In order to prevent and to protect the railway infrastructures from accidents/attacks, it is necessary 
to promote industrial research and innovation actions aiming to study, specify, design and test an 
advanced integrated control system and supervisory solution, able to provide an high level of “security” 
for the whole rail transportation system, both for passengers and goods. Research and innovation 
priorities are described below.

Relevant Research Topics

Supervision and Signaling Security

The main target is to develop and integrate technologies and procedures aiming to protect the 
technological systems necessary to railway operations against sabotages and terrorist attacks, 
especially the cybernetic ones (physical and logical protection of information technology equipments). 
This research shall cover both the “Vital Systems” matching fail-safe requirements for the Traffi c 
Management (interlocking and block system) and the “Non-Vital Systems” for the Traffi c Supervision will 
be encompassed.

Infrastructures Protection

The main targets of the physical security assurance are the monitoring and protection of buildings 
(control centres, depots, public areas, etc.) and railway lines (including bridges and tunnels).

Access Control

Detecting suspicious behaviors is considered more and more relevant in order to prevent unauthorized 
access in technical rooms.

Freight transportation

Demand of systems and tools, aimed at checking content and integrity of freights and containers, is 
continuously increasing. Advanced technologies can signifi cantly increase their performance reducing 
any health impact.
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Multi-modal transport security

Introduction

The increase of mobility both in Europe and in Italy and the more increasing integration among different 
transport modes, make the system complex and characterized by a number of vulnerabilities, in a 
global scenario becoming more sensitive with respect to potential malicious and terroristic acts.

The objective of this research is to develop a set of new services and technologies to ensure an effi cient 
mobility for people and goods, as well as making it more rational, computerized, effi cient, and overall 
more secure and safe. 

The research will aim to develop innovative technology platforms in support of transport for an integrated 
security management of multi-modal/co-modal transport.

Relevant Research Topics

Develop a Multi-Modal Transport Service Platform to improve the cooperation and 
interoperability of different transport modes

The integration of different transport mode makes the whole system more fragile and complex, generating 
possible scenarios sensitive to potential malicious and terrorist acts. The security of rail, road and sea 
transport, together with the ability to move goods and people through different transport modes (multi-
mode / inter-modality), requires an availability of data and information gathered from several information 
systems, in addition to a set of tools for analysis and correlation of such information, aiming to detect 
possible threats. The integration of existing and new systems into a unique platform will be useful to 
provide the institutions with a single system view governing the security aspects of the whole transport 
sector.

Multimodal transport of Goods, including dangerous goods

The objective of this research is to defi ne the whole application processes in a multimodal transport 
scenario (Infrastructure and Supply Chain) through the use of appropriate technologies for safety, 
security and risk assessment, aiming to ensure the safe management and control of dangerous goods.

Anti-Intrusion and tracking sensors for containers

The tracking and the security measures for containers is one of the main areas of concern for national 
and international security. The traceability process is now complex and heterogeneous also for the 
diversity of technology platforms used in multimodal transport and logistics of goods. The research aims 
therefore to the defi nition of an integration framework for protocols and information, in order to ensure 
the early detection of the containers and the certainty of the cargo integrity at any time and at every 
stage of the multimodal transport.
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Road transport security

Introduction

The road transport security is a relevant research area in the whole security domain. 

Relevant Research Topics

Security systems and technologies for the vehicles

The research activity on security systems, innovative systems and technologies is fi nalized to:

• Increase the prevention measures against terrorist or criminal attacks related to the road 
transportation, by minimizing the risks of potential sensible scenarios and the possible dimension 
of emergency situations;

• Ensure suitable vehicles for a prompt and an effective intervention in the emergency situations 
management.

Special vehicles for a diffuse protection and safety of the population

The research activity in this context addresses different application domains regarding security, civil 
protection and rescue, prevention of terroristic actions, mitigation and management of possible crisis. 
This research answers to the need of safeguarding the health population, the preservation of environment 
and the integrity of goods, by ensuring continuity public services delivery and infrastructural networks 
supply.

Systems and Technologies for the road infrastructure Security

The research in this domain aims at developing systems and methodologies for the analysis in real time 
of road infrastructure, by means of a Non- Destructive Testing (NDT) techniques, in order to ensure 
mobility security and to counter terrorist actions, vandalism or natural events.

Traffi c monitoring and control “in itinere”

The research answers to the needs to securely manage road transport through a monitoring system 
based on data fusion sensors and procedures able to control and manage the vehicular traffi c, in order 
to ensure a prompt intervention for the anti- intrusion and the safety of pedestrians, buildings and 
drivers, in case of risky events.



14

Security Research in Italy 2013

Maritime Transport Security

Introduction

Measures to enhance ships, passengers and goods traffi c monitoring are required in order to increase 
security in the Maritime environment.

Innovative solutions which are designed to either protect human life at sea, or the marine and coastal 
environment, or to prevent illegal acts against ships and port facilities, will increase safety of navigation 
and improve management of traffi c lines.

This will make “motorways of the sea” a cost-effective transport channel, capable to handle a large 
number of people and of goods, thus assuming a national strategic value.

Developing and enhancing of monitoring capacity of VTMIS (Vessel Traffi c Monitoring / Management 
Information System) of tracking goods in the Maritime supply chain are key factors to reach these 
objectives. 

Functional interoperability of information systems owned by institutions, ship-owners, shippers, etc. 
cannot be forgotten in such a scenario.

Therefore, evolution in maritime transport will need:

• To support multi-modality, in the sense of integration with existing intermodal nodes;

• Adoption of service-oriented-architecture methodologies and solutions;

• Vessel traffi c monitoring;

• Recognition of risk situations and timely alerting communications between operators (ground-
based control centers, on-board and ship operators);

In this context, maritime surveillance systems capable to detect non-cooperative craft in the areas of 
interest are essential.
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Relevant Research Topics

Data processing

Security implies surveillance, which needs information assessment and evaluation based upon analysis of 
available data. Data processing systems may enhance data fusion techniques and innovate information 
presentation (e.g. electronic cartography enriched with an increasing amount of accessible information).

Sensors for data collection

Available information emerging from data analysis will benefi t from any developments capable to increase 
quantity and quality of data. Improvement of sensors is expected leading to higher resolution capacity 
and wider observed areas.

Procedures Automation

The development of semi-automatic operational capabilities will innovate technical and procedural 
aspects which, in turn, require continuous adapting to the growing amount of data and information. 
Automation will complete the data - information - knowledge chain, leading to Maritime Domain 
Awareness.

Systems for cooperation

An increasing interoperability between maritime traffi c monitoring platforms will:

• Enable interoperation among systems;

• Enable cooperation between national administrations;

• En sure transnational cooperation and continuity of operations;

• Enable a joint management of emergencies through information sharing in a common picture.
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1.2 SG 2 - Energy Infrastructure Security 

The importance of energy security and energy infrastructure security cannot be overstated. It is among 
the most serious security, economic and environmental challenges today and is expected to continue 
to be such in the future.

Critical energy infrastructures provide the fuel that keeps the global economy moving and our societies 
working. The disruption or destruction of these infrastructures would have a serious impact on the 
health, safety, security and economic well-being of individuals and the world as a whole.

Critical energy infrastructures include: electricity generation, transmission and distribution systems, oil 
and gas production and pipeline systems, liquefi ed natural gas facilities.

Secure and reliable operation of the electricity system is fundamental to economy and quality of life. Their 
very interconnectedness makes them more vulnerable to global disruption, initiated locally by material 
failure, natural calamities, intentional attack, or human error. Security of cyber and communication networks 
is fundamental to the reliable operation of the electricity grid. As electricity systems rely more heavily 
on computerized communications and control, system security has become increasingly dependent on 
protecting the integrity of the associated information systems. Part of the problem is that existing control 
systems, which were originally designed for use with proprietary, standalone communication networks, 
were later connected to the Internet (because of its productivity advantages and lower costs), but without 
adding the technology needed to make them secure. This issue is increasing of importance with the 
introduction and implementation of Smart Grids.

In a constantly evolving landscape of threats to the oil and gas industry, the role of security operations 
must continuously adapt to meet changing economic, geo-political, and criminal and homeland-security 
challenges. 
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Security issues are related to both offshore and onshore oil and gas arising out of civil unrest, terrorist 
activities, and competitive global market. The focus shall be on the key elements of using a variety of 
intrusion detection technologies to detect vibrations and sound, infrared and microwave barriers, CCTV 
for motion detection and access control. Also, the implementation of security operations centres for 
data protection, events correlation, issuing warnings and what is required to ensure robust perimeter 
security and surveillance, maritime and cyber security is very relevant.

Liquefi ed natural gas (LNG) facilities are receiving a great deal of public attention due to their increasingly 
important role in the nation’s energy infrastructure and their potential vulnerability to terrorist attack. The 
physical infrastructure of LNG consists of interconnected transportation and storage facilities, each 
with distinct physical characteristics affecting operational risks and security needs. Security challenges 
impacts on the three major elements of this infrastructure: tanker ships, marine terminals, and storage 
facilities. LNG tankers and land-based facilities are vulnerable to terrorism. Tankers may be physically 
attacked in a variety of ways to destroy their cargo–or commandeered for use as weapons against 
coastal targets. Land-based LNG facilities may also be physically attacked with explosives or through 
other means. Alternatively, computer control systems may be “cyber-attacked” or still worse both 
physical and cyber attack may happen at the same time. 

Several Energy Infrastructures are also subject to the EPCIP Directive 2008/114 of December 8th, 2008 
on the identifi cation and designation of European critical infrastructures and the assessment of the 
need to improve their protection. The process of designation of European Critical Infrastructures is still 
in progress.

From the previous description of the different characteristics of Energy Infrastructures, derives the need 
of different technological and conceptual tools necessary to ensure their security with a global approach. 

In detail, we have identifi ed the following needs:

• To develop methodologies for the preparation of integrated Operator Security Plans (OPS) 
and implementation of integrated technological solutions addressing both physical and logical 
protection of all assets composing an Energy Infrastructure; 

• To develop simulation methods and simulation platforms to study the complexity of the mutual 
interactions and the vulnerabilities deriving from the mutual interactions among different Energy 
Infrastructures and among Energy Infrastructures and infrastructures belonging to different 
sectors; 

• T o develop methodologies and technological solutions to better monitoring and diagnose the 
state of interconnected Energy Infrastructures to prevent cascading effects;

• To develop appropriate methodologies and technologies to deal with the new challenges posed 
from the cyber security in the Smart Grid

Integrated solutions for Energy Infrastructures protection

Much can be done on a local level by both power producers and operators to enhance the operational 
performance of their facilities. From safety and security risk prevention to impact limitation and recovery, 
integrated solutions can help the operators to improve energy supply reliability by managing risks, 
looking also beyond the physical environment to include remote facilities and network monitoring, and 
the coordination of incident response with national and international agencies.

Interdependent Energy Infrastructure Simulation and Vulnerability Analysis

The primary function of interdependent energy infrastructure simulation and vulnerability analysis is 
to enable analysts and decision makers to understand and accurately assess intrinsic vulnerabilities 
and those vulnerabilities that result from other forms of attack. It should help in answering questions 
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of importance to operators as well as national and international agencies such as identifying potential 
events that cause catastrophic system failure or developing policy procedures that will aid in the 
prevention of cascading failure.

Diagnostic and control of Energy Infrastructures

This capability includes the development of sophisticated methods and software to monitor, control, and 
diagnose the operating state of complex energy infrastructures ranging from electrical and thermal power 
generation to the end use of energy in industrial and residential facilities. Examples of these technologies 
include the Decision Support for Operations and Maintenance (DSOM) technology suite. Specifi c areas 
of emphasis may include measurement, analysis, simulation, and modeling of power system dynamic 
responses, analysis of energy storage benefi ts and distributed generation interconnection issues, power 
quality and reliability inputs of distributed generation, and energy infrastructure information security and 
vulnerability. Examples of these technologies include the Wide Area Measurement System. The main 
goal of these technologies remain the necessity to discover as soon as possible any possible failure that 
may cause cascading effects.

Smart Grids Cyber Security

A smart grid is an upgraded electricity network depending on two-way digital communications between 
supplier and consumer that in turn give support to intelligent metering and monitoring systems. 
Information and communication technologies have become the underpinning platform for the grid of 
the future but at the same time they are also its Achilles heel. Achieving a secure smart grid will not 
be an easy task. There is a series of unknown or not well understood potential vulnerabilities and 
weaknesses that must be further analysed. The communication infrastructures are not the only source 
of vulnerabilities. Software and hardware used for building the smart grid infrastructure are at risk of 
being tampered with even before they are linked together. Rogue code, including the so-called logic 
bombs which cause sudden malfunctions, can be inserted into software while it is being developed. 
As for hardware, remotely operated “kill switches” and hidden “backdoors” can be written into the 
computer chips used by the smart grid and allowing outside actors to manipulate the systems. Smart 
grids cyber security is a real challenge and goes far beyond the problem of Smart Meters.
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1.3 SG 3 - Border Security

The performance improvement of systems designed for national border security is an issue that is 
particularly relevant in the context of the whole Homeland Security. In this respect, the risks to be taken 
into account are of various type: they relate to illegal immigration, the criminal attack/seizure of vehicles, 
attacks and acts of terrorism, cargo theft as well as risks caused by irregular transportation/release of 
dangerous goods or goods which can cause environmental pollution, as well as by the illegal trade of 
goods. 

In this context, the security has therefore to be referred to the whole set of maritime, land and air 
national borders, considering specifi c requirements that arise from each subset. Control capabilities are 
primarily sought with reference to the access of people, goods and their vehicles to the national area. 
These capabilities have also to be assured in international contiguous spaces (sea and air) both for 
transport risks in these areas of direct national interest, and for foreseeable transport risks in the national 
space, in the case of related border crossing events. Control of such international spaces implies also a 
growing specifi c cooperation between systems and organizations of different States. 

The need of increasingly effective support for border security is connectable also to specifi c changes 
in the security management at domestic ground border-crossings for the various types of transport 
(airports, ports, railway crossings, road crossings). 

The improvement of border security implies a strong evolution in different fi elds: technology, systems, 
as well as management
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The major interest topics will be further discussed in the following subsectors: 

• Airport Security;

• Border Surveillance.

Airport Security

The main aim of this sector is the research and development of solutions (systems, technologies and 
organizations) able to improve the surveillance capabilities in a modern airport system, improving 
security and service levels for passengers. Everything should be developed maintaining a proper quality 
of service for the public: fast check-in, automatic luggage inspection and people scan that should be 
quick, not intrusive and cost effective for the security operators. 

Airports represent nationwide access and exit points. Considering the importance and the value of 
regulatory instruments and technology means, the challenges that come from the mobility needs of 
citizens and the evolution of threats for the airport security, require an integrated approach between 
Industry, Security Operators and different Public Institutions involved.

The main objective of this theme is the assessment of research needs to address, in a coherent 
framework, all aspects of the secure and safe management of airport infrastructures for people and 
facilities. 

Main airports’ assets to be considered are:

• Airplanes;

• ICT related infrastructures in terms of:

• passenger services;

• airport operator services;

• aircraft ground movement control systems;

• telecommunication systems.

• Airport infrastructures in terms of:

• “air side” areas;

• “land side area” inside and outside the airport;

• nearby transport infrastructure.
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All these assets are to be assessed in terms of their vulnerability to technological and/or man-made 
hazards:

• Attacks against Communication networks;

• Attacks against personnel and informatics systems; 

• Unauthorized intrusion in restricted and protected areas; 

• Attacks with chemical, biological, radiological, nuclear and explosive (CBRNE) substances;

• Attacks on infrastructure by manned or unmanned means both by ground and by air.

Specifi c attention will also be devoted to issues related to regulations and procedures in order to support 
the necessary coordination between the government and relevant agencies at national and international 
level.

The more relevant research topics are the following:

• Luggage Inspection and people scan, including biometric systems;

• Acquisition and management of biometric data;

• ATM Security;

• Protection of airport buildings and aircraft parking bays.

Luggage Inspection and people scan, including biometric systems

The objective of this research activity is to develop innovative technologies and systems in order to 
speed-up and make more automatic and reliable operations for luggage and passenger inspections.

Acquisition and management of biometric data

The aim of this research activity is to develop and integrate new systems based on biometric technologies 
for people recognition and identifi cation at local scale and extended to release the permissions to 
emigrate.

ATM Security

The objective of this research is to develop systems, tools and technologies to improve security of 
systems for air traffi c management, gate-to-gate mode, against human threats.

Airport buildings and aircraft parking bays

The objective of this research is the development of systems, tools and technologies to improve security 
in the airport context for the ground traffi c management of aircrafts and support/security vehicles.
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Border Surveillance

The objective of this Subsector is to address the research and development towards a fundamental 
issue for Border Security, that is the ability to “monitor”, in an integrated and coordinated way with 
neighboring countries, all transit spaces (by land, sea , plane) that allow the crossing of border perimeters 
of a country.

The more relevant research topics are the following: 

• Integrated surveillance systems for land and air monitoring;

• Surveillance of maritime borders.

Integrated surveillance systems for land and air monitoring

For the air environment, the proposed requirements and changes have primarily to be covered by plans 
for international security. Specifi c connections with security systems in airports are implied nationwide. 
A potential threat to the country may be represented by small aircrafts, including UAV’s, which can be 
used for terrorist acts, overcoming civil and military surveillance systems which are currently in use. 

This scenario, related to the air surveillance of boundaries, is considered to have “medium-high priority” 
by the national point of view. In the context of land surveillance, border security should be primarily 
applied in the ability of monitoring focal points (customs stations, ports, border road crossings, railway 
stations operating as international border crossings), but also in monitoring along country land borders. 

A specifi c need is the surveillance of the whole land border perimeter of Italian territory, with the aim of 
counteracting illegal activities (drug traffi cking / illegal migration). The complexity that arises from this 
latter need is tempered by the fact that such surveillance is related to membership of Italy in the EU. 
The scenario, related to land boundaries, is to be considered a medium-high priority from a national 
perspective.

Surveillance of maritime borders

With regard to the surveillance of maritime borders, the main insights associated with this issue (high 
priority) comes out by considering the signifi cant extension of Italian coast and the peculiar position 
of the country within the framework of the Mediterranean Sea. Monitoring of such a long maritime 
boundary requires a situational awareness of an area extended virtually to the entire Mediterranean Sea, 
in order to operate quickly, taking into account the overall framework. Consequently, in this context, the 
main objective is the integration into a coherent picture of all maritime surveillance systems currently 
operating in the Italian territory. 

However it is worthwhile to point out that the development of capabilities, usually foreshadowed, even 
when developed in the maritime sector, can be exploited for their reusability even in other contexts (land, 
air).
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 1.4 SG 4 - Cyber Security

Cyber security is a key issue for the protection of people, data, and assets. Cyber security technologies 
encompass a plethora of solutions, including: Physical Security Information Management (PSIM), Security 
information and event management (SIEM), Security Operation Center (SOC), Identity Management, 
Building Automation, Video Surveillance, Access Control, and Forensics. Since the scope of cyber 
security is so wide, it is important to identify the objectives which need to be prioritized. Specifi cally, we 
have identifi ed the following six objectives: 

• Cyber-physical protection systems;

• Cyber intelligence via information management;

• Design and development of crisis management systems;

• SCADA and Smart Grid Security;

• Cloud Computing Security;

• Mobile Security.

Cyber-physical protection systems

The research activity encompasses the whole cycle of electronic access (including authentication and 
authorization/profi ling of users), network control, and system monitoring with respect to complex, 
distributed ICT systems. Users can be individuals, groups, physical objects, logical entities, or 
applications. The objective is to make the interconnected system of national critical networks and 
individual infrastructures more resilient and secure. This is typically achieved by a combination of means, 
and in particular: i) enforcing both passive (fi rewalls) and active (intrusion detection and prevention) 
perimeter defense systems, ii) improving the technologies for design and development of network 
protocols and services, and iii) continuously monitoring network status and traffi c. Network protection 
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is of paramount importance, since it is a pillar on which many other vital aspects of the modern society 
are based. With respect to prevention and investigation, lawful interception is a key topic. Important 
mechanisms also include intrinsic security of unmanned systems, and specifi c solutions for secure 
network communication in wireless segments (e.g. surveillance, intrusion detection, and mitigation of 
cyber attacks). More effective convergence is needed among a plethora of cyber security technologies, 
including: Physical Security Information Management (PSIM), Security information and event 
management (SIEM), Security Operation Center (SOC), Identity Management, Building Automation, 
Video Surveillance, Access Control, and Forensics.

Cyber intelligence via information management

The objective of the research activity is the development of effective cyber intelligence features, to 
guarantee citizens’ global security, by exploiting the huge potential of currently available as well as 
emerging Information Management technologies (including high-performance and cloud computing 
platforms). Security will be improved along several axes, including protection of ICT systems, Critical 
Infrastructures, and assets. The developed technologies will provide a set of tools which will support 
a security process consisting of the following three phases: plan, control, and react. A key role will be 
played by information fl ow collection technologies, e.g. those based on video surveillance.

Design and development of crisis management systems

The research activity is targeted at studying systems which can improve crisis management functions 
and interventions, in various contexts. The amazing complexity and scale of systems and infrastructures 
to be protected call for solutions that allow effective coordination of actions, in a timely fashion. This 
entails support for near real time analysis and correlation of symptoms related to attacks targeting 
individual components/systems, as well as the overall system. Mechanisms should be developed to 
counter/mitigate attack effects and consequences.

SCADA and Smart Grid Security

Traditional Critical Infrastructures (CIs) were intrinsically secure systems, due to a combination of factors, 
and in particular: i) they consisted (almost exclusively) of special purpose devices, which were based on 
proprietary technologies; ii) individual sub-systems operated almost in isolation, i.e. they did not interact 
with the external world, with the exception of the system being controlled; iii) they were largely based 
on dedicated (as opposed to shared) communication links; iv) they massively relied on proprietary (as 
opposed to open) communication protocols. These trends have been largely subverted, and it will 
be even more so in the future. First, Wireless Sensor Networks (WSNs) have become an integral part 
of virtually any CI. Second, Commercial-Off-The-Shelf (COTS) components are being massively used 
for implementing Supervisory Control And Data Acquisition (SCADA) systems. Third, subsystems are 
being connected using the infrastructure of the corporate Local Area Network (LAN), or even Wide 
Area Network (WAN) links, possibly including the public Internet, as well as wireless/ satellite trunks. 
An important objective will be improving SCADA and smart grid security and resilience, via effective 
integration of State-Of-The-Art sensor, communication, information, and control technologies. This will 
entail developing the following main functional blocks, all operating in real time: i) monitoring, ii) detection 
and diagnosis, iii) risk assessment, and iv) reaction and remediation. Data will be collected from a variety 
of heterogeneous hw/sw components that are typically found in SCADA networks and smart grids (e.g. 
PMUs, PDCs, smart meters, databases, Operating System logs, and network devices). All functions 
must be designed and implemented using fault- and intrusion-tolerance techniques, so to achieve a 
high level of trustworthiness.

Cloud Computing Security

In a nutshell, the objective of Cloud Computing Cyber Security research will be to build cloud platforms 
that are more secure, confi dential, and dependable, meaning that they will allow honest users to do their 
business and/or social activity reliably (since they would benefi t from improved security, confi dentiality, 
and dependability), while also limit the possibility for malicious users of exploiting the aforementioned 
properties for their evil purposes. To achieve this, effective support is needed for:  1) accurate and 
timely fault and intrusion detection & diagnosis features, to be made available both to cloud providers 
and to cloud users; 2) fault- and intrusion-tolerant forensic facilities for producing evidence to be used 



25

Security Research in Italy 2013

to prosecute criminals in court, 3) effi cient and scalable mechanisms for implementing confi dential 
communication channels exclusively dedicated to authorized users and 4) access and usage control 
mechanisms for the transparent as well as accountable dissemination of data in the cloud. These 
objectives address some of the thirteen technical risks that have been identifi ed by ENISA in their recent 
report on cloud security open issues. Research should take a use case driven approach, meaning that 
it should be inspired by substantial case studies, which are diverse enough to provide a comprehensive 
set of requirements. Demonstrators should be set up, which should consist of multiple clouds, based 
on heterogeneous technologies, and located at geographically distant sites. The research program, 
while extremely rich in RTD content, should also make substantial contributions in terms of innovation, 
i.e. efforts should be made to take research results to the next step (i.e., “out of the lab”). 

Mobile Security

Over the last years we have witnessed a proliferation of mobile devices, such as smartphones and 
tablets, which are becoming day-by-day more pervasive. Current operating systems for mobile devices 
are based upon the concept of apps. Apps are lightweight applications that are distributed through 
on-line marketplaces, such as the Apple AppStore or Android Google Play. Using this paradigm, users 
browse apps on markets and install them directly on their devices. Regrettably, this model is affected by 
major security and trust issues that can lead to massive malware spread. Three main factors are worth 
mentioning: 1) a widespread platform, 2) readily accessible development tools, and 3) suffi cient attacker 
motivation (typically, but not always, monetary). With the advent of open platform smartphones, the 
growing market-share parallels the rise in the number of mobile threats. It is easier for developers, 
including malware writers, to write and distribute applications and it is easy for malware authors to create 
trojans that are very similar to popular apps. Currently, more than half of all mobile threats collect device 
data or track users’ activities. Almost a quarter of the mobile threats are designed to send content and 
one of the most popular ways for phone malware authors to make money is by sending premium SMS 
messages from infected phones. Increasingly, phone malware does more than send SMS. For example, 
we see attacks that track the user’s position with GPS and steal information. People regard their phones 
as personal, private, intimate parts of their life and view phone attacks with alarm. Mobile threats are 
now using server-side polymorphic techniques, and the number of variants of mobile malware attacks 
is rising faster than the number of unique families of mobile malware. Effective mechanisms must be 
made available to users to discriminate good apps from malware apps. Flexible trust models must be 
developed, to favor openness while preserving security and privacy.  
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1.5 SG 5 -  Security in the Agrifood  

The food and drink industry is the largest industry in Europe with a turnover of EUR 913 Billion followed 
by the automotive and the chemical industries. With its 308.000 enterprises this industry employs 
a share of 13, 5% of the total workforce corresponding to 4, 3 million people; 63% are employed in 
small and medium industries. The agrifood is the second largest industry in Italy and at European level 
the Italian agrifood market sales are ranked in third position after France and Germany. The agrifood 
sector consists of a number of food chains linking a multitude of players ranging from the fi eld up to the 
fi nished product stored in the refrigerator of the consumer. The food industry processes about 70% of 
the produce of primary production.

The objective of food security is to develop and implement systems to ensure the integrity of the supply 
chain and to prevent the manipulation and alteration of food along the same. The possibility to implement 
technologically advanced systems in the agrifood could dramatically increase the effectiveness and 
the effi ciency of the public control mechanisms (e.g. customs, anti-fraud authorities, public health 
authorities) as well as of the self-control systems of companies along the supply chain. This would 
positively impact society by increasing well-being of citizens and by ensuring a quick and effi cient 
management of possible food crises in terms of mitigation of both social panic and impacts on the 
economic competitiveness in the global markets.

To this end, it is necessary to prevent alterations induced by unauthorized handling of food and by 
tampering of packaging throughout the supply chain and to avoid the import of unsafe raw materials and 
those resulting from the incorrect functioning of other infrastructures such as power grid, transportation 
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and telecommunications. It is also fundamental to prevent and manage voluntary contamination or 
involuntary pollution with chemicals, biological and radiological substances at the level of primary 
production in the fi eld as a result of actions of agriterrorism, of industrial accidents, of natural disasters, 
of climatic change and of catastrophes due to land and ecosystem imbalances. The same technologies 
and systems will also serve to prevent fraud and voluntary alterations of foods protected by trademarks 
and protected designation of origin or protected geographical indication with the aim of ensuring the 
safety of citizens and of securing food supply chains and food products.

Defensive measures to be taken concern the development of technologies (i) to develop systems to 
quickly identify (in food but not only) the presence of deliberately introduced contaminants; (ii) to early 
detect alien organisms and micro-organisms in foods, in drinking water or in fresh or processed products 
potentially responsible of plant, animal or human pandemics; (iii) to quantify the presence of biotic and 
abiotic contaminants in foods (e.g. toxins, human pathogens, pesticides, radionuclides); (iv) to prevent 
accidents and (v) to mitigate damages and contain impacts of adverse events; (vi) to apply traceability 
and recognition systems throughout the supply chain and (vii) to alert about incorrect handlings or 
storage of food products.

In order to deal with possible problems arising from terrorist or criminal attacks to the food chain it 
is necessary to support the existing control system but it is even more critical to develop innovative 
technological tools that allow the food chain to deliver a secure food supply in the medium and long 
term by discouraging attacks and by preventing acts of terrorism, sabotage, crime and mythomania. 
These technologies should ensure a continuous operation over time and, if the case, make sure a 
responsive crisis management, a quick mitigation of the effects and a rapid recovery of the food supply 
chain functions. 

Through a process of consultation with agrifood enterprises, research centres and universities, as part 
of the platform SERIT, a number of urgent areas of research has been discussed and incorporated into 
the missions of the present work plan.



28

Security Research in Italy 2013

1.6  SG 6 - Health Security

I ntroduction

The aim of the topic is to develop strategies and mechanisms in order to cope with threats both of 
intentional and accidental origin that can affect the various modules that constitute the Health system. 
The aim is also to improve effi ciency and effectiveness during health emergencies. In a scenario like 
that immediately following the occurrence of catastrophic events (fl oods, earthquakes, terrorist attacks, 
etc.) the medical and paramedical staff, operating under severely extreme conditions, must be able 
to evaluate the general condition of patients, provide fi rst aid on site, deployment of health facilities, 
possible transfer to the structures able to provide the assistance required.

During public Health emergencies (and also not in emergencies situations), surgery rooms are considered 
at a high risk of infection because they have high values in the incidence of infection hospital. The goal 
is oriented towards the reduction of the microbial environment, towards the development of systems 
to improve patient safety in the therapeutic and surgical procedures, including the ability to deploy at 
Health care fi eld.

Emergency Management

In a scenario of emergency Health, the problems that medical personnel must face are different and 
heterogeneous: a) a certain identifi cation of the patient b) make the patient quickly locatable by the 
same staff, c) make general information about the status of the patient available to the medical staff of 
structure destination d) make the same information available in real time to a coordination center that 
can thus assign the proper priority to the interventions. 



29

Security Research in Italy 2013

It should also pay attention to the safe management of sites that are used for the admission of patients. 
From this perspective, the preservation of the hospitals (or fi rst aid) by the presence of endotoxins 
such as lipopolysaccharide (LPS) present in the outer membrane of gram-negative bacteria, assumes 
a signifi cant importance. Another important aspect involves the management of magnetic resonance 
imaging devices. In this case the risks from exposure to intense static magnetic and time varying fi elds 
(fi elds RM) must be considered together with possible reductions in equipment performance during 
intense and continuous diagnostic activity (typical of emergency situations as a result of adverse event).

Security in Hospital

The objectives of this research are:

• Reducing of the impact of microbes on the environment;

• Study biological effects and genotoxicity of intense static and alternate magnetic fi elds; 
monitoring continuous performance of MRI equipment during intense and continuous activity;

• Continuous monitoring of operator exposure to static and alternate magnetic fi elds generated by 
small and large biomedical equipments (medical electrical equipment, high voltage generators of 
diagnostic X-RAY generators, baby incubators, monitor vital signs, electrocardiography, cardiac 
defi brillators etc..) used during the diagnostic activities.

• Development of systems, methods and tools for the identifi cation of bio-medical counterfeit 
or illegal drugs and devices in order to halt their spread and marketing. A counterfeit drug is 
inappropriate to treat a patient and can also cause the development of resistance in the virus/
bacteria to a specifi c active ingredient.

In a particular context, it is relevant to avoid the possible risks that could affect the performance and 
reliability of electrical equipment. At the same time one must ensure the functional performance of the 
received/transmitted wireless that can be infl uenced by the emissions produced by electromedical 
devices. It is important also the protection of the population exposed to magnetic fi elds.

Security Products-Pharmaceutical Processes

The aim of this research is to address issues related to the identifi cation and prevention of the expired 
and/or counterfeit drugs may be a potential danger to patients. In addition, it must be considered 
the fact that criminals and terrorist groups see in the lucrative market of counterfeit drugs a tool for 
increase their earnings and then re-invest in other criminal activities. In this context, the fi ght against 
counterfeiting becomes a priority for safety in Health care.

Resilient health care system

The health-care system is a critical infrastructure and it is integral part of the overall complex and 
interdependent systems able to allow societies to ensure high quality of life and cope with emergencies. 
It is itself a main critical infrastructure whose effi ciency and resiliency must be effective as well as fi rmly 
perceived by the citizens (indeed also the perception plays a central role in order to have a secure 
and safe society). Thus, health-care systems must be carefully designed and protected, and the inter-
dependencies with other critical infrastructures as energy and/or communications well understood in 
order to cope with possible risks of cascade failures.   

Standardization and interoperability

The information and communication technologies (ICT) play central role for the increased effi ciency of 
the health-care systems and are the glue that connects together the different components. ICT are 
crucial both for patient treatment as well as for cost reduction. This however demands for an additional 
effort of standardization and interoperability of systems among local, regional, national and international 
health-care providers. Thus interoperability and standardization of information and communication 
systems for e-health are crucial and research is necessary.   
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1.7  SG 7 - Integrated Safety and Security of Cultural heritage and    
      Built Environment 

The necessities related to the security/safety of the built environment and cultural heritage requires a 
holistic response, which has to fully comply with the heterogeneity of the risks and the typology and 
uses of the different structures and heritage

Safety and sustainability of the Built Environment

Necessities 

• Promotion and improvement of the safety of the built environment;

• Risk assessment in crisis events due to environmental factors and accidental and deliberate 
human actions;

• Risk mitigation against environmental hazards. 
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Technological and research requirements

• Development of systems able to couple long-term monitoring and quick damage assessment, 
based on the integration of non-invasive techniques (electromagnetic and acoustic sensing) and 
ICT tools;

• Development of advanced systems for the verifi cation of the structural integrity and safety, 
based on wireless networks and sensors; 

• Continuous control of buildings in order to prevent malfunctioning of the technological plants 
and to support crisis management.

Cultural Heritage Protection

Necessities 

• Protection of the Cultural Heritage against environmental risks and accidental and deliberate 
human actions;

• Security of the mobile heritage;

• Security of the visitors.

Technological and research requirements

• Development of integrated systems able to ensure the security of the cultural heritage artefacts 
and of the visitors, based on sensing technologies, automatic recognition of persons, automatic 
scene analysis, identifi cation of non-licit human behaviours;

• Development of systems able to provide cultural heritage security during the fruition and the 
movement of mobile artefacts;

• Development of capabilities for crisis management in response to deliberate human actions and 
disasters, based on sensing/observation technologies, risk scenario modelling and prediction, 
training tools.
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1.8       SG 8 - Smart Cities Security

Smart Cities are, according to a notorious defi nition by Holland (2008), “…territories with a high 
capacity for learning and innovation, …. [concerned] with people and the human capital side of the 
equation, rather than blindly believing that IT itself can automatically transform and improve cities”.

The purpose of a Smart City is therefore to defi ne and implement models and strategies for sustainable 
development for a modern urbanization, explicitly taking into account the context, the location and 
confl icting social and economic needs (Growth vs. Decrease, Industrial development Vs. Pollution 
reduction, Aging population vs. Youth of new ethnic groups, Aging infrastructures vs. Smart infrastructures, 
etc..) and, above all, the very central fact that the focus of the city is the citizen. The primary need is 
therefore to ensure a good quality of life to citizens, with their specifi c needs and requirements, through 
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the use of an extremely broad spectrum of integrated technologies such as ICT; Earth observation from 
ground, air and satellite; positioning systems, unconventional sensors networks, security systems; not 
to mention the technology areas generally referred to as “smart”: mobility, energy, communications.

In the “security” domain, a Smart City has a dual connotation. In fact, the security of citizens is 
certainly one of the primary needs, but we cannot forget that the Smart City itself, as a co-operative 
integration between urban systems, is itself subject to risks and should therefore be protected from 
various threats that can affect its networks and infrastructures.

The Smart City is therefore characterized by being a “network of networks”, network of infrastructure 
based on highly heterogeneous technologies; this fact makes the Smart City particularly sensitive to the 
risks of service disruption due to natural or man-made causes, with the additional risk of a “cascading 
effect “, all the more relevant as the “smart” citizens will increasingly depend on the information and 
infrastructures deployed in the area.

In an emergency situation, “smart” distributed infrastructure can be a strength if they allow a better 
management of crises, also through the use of the population as an additional “information source” 
(e.g. citizen as a distributed sensor, timely communication of context), but also represent a point of 
weakness if a poor resilience creates additional problems such as lack of information, energy, transport 
capacity (e.g., defi ciencies in electrical distribution which prevent operation of transport networks thus 
complicating effi cient evacuation of the population in crisis scenarios).

It is thus clear that a Smart City requires the defi nition of a policy based on strategies and models of 
prevention, protection and mitigation of the effects of security or catastrophic events. This objective 
can be pursued through the development of methods and tools that are able to join: current status 
monitoring, quick damage assessment, crisis management and scenario analysis for the purposes of 
prevention, also in order to optimize and share the cost of the construction of sensor networks and of 
management and analysis systems.

There is therefore a signifi cant convergence between the issues of resilience and continuity of service of 
the Smart City and those of Critical Infrastructures, with the important difference that the Smart Cities 
always are densely populated areas, with all the inherent problems in terms of management of supply, 
evacuation, public health, etc... In this context, the connection of the citizens in the area through mobile 
networks is a source of information, the availability of which must be guaranteed even in emergency 
conditions as not to lose a channel of acquisition and communication of information essential for the 
management of the emergency itself.

For all these reasons the Sector must fulfi ll three main tasks:

• Defi ne a reference framework for the safety of the infrastructure of Smart City (City Smart 
Security Framework - SCSF) so that the city can be defi ned as “Safe” from the point of view 
of robustness, of resilience of its infrastructure and of the capacity to reliably handle crisis 
situations.

• Defi ne which areas of innovative research must underpin the security of the citizens of a Smart 
City, or what innovations need to be introduced as part of the “urban security” for the fact of 
being in a “smart” context.
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• Defi ne which results of the other 7 SERIT Sectors are relevant to the security of the Smart 
City and how they can fi nd a place in the framework referred to in paragraph 1. It ‘is clear that 
some of the content areas of transport, energy, cyber, cultural heritage, building, etc... are 
relevant to this Sector .

Smart Cities Security Framework

The Smart City is such as it is equipped with a technology and informative architecture, cooperative 
and integrated, which should have its synthesis in an operating room that can represent and control in 
a unifi ed manner all subsystems that are part of the domain, providing information and services to all 
stakeholders.

The strength of the Smart City, i.e. the integration of cooperative systems for the provision of services, 
can also represent its point of weakness since “smart” citizens will depend ever more widely from the 
information and actions of the subsystems on the territory.

The SCSF Framework must therefore take account of:

•  Ways in which security and resilience are implemented in the individual subsystems;

•  How the information on which the services are based is protected;

•  Protection of the services provided in the light of the need for their continued operation time 
and distributed in space, even in emergency conditions;

•  Ways in which an integrated view of security subsystems can be built;

•  How to implement the resilience of the Smart City.

The Framework should also form the basis for planning of urban systems that includes the contents of 
safety and security, with particular reference to the inclusion of new monitoring technologies directly in 
the newly built infrastructures.

Themes to address:

Security and resilience of urban subsystems

Models, processes and tools for the security of individual subsystems.

Information protection 

Security of the generation and archiving chain for “big data” and “streaming data”.
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Services protection

Security of infrastructures (logistics, energy, mobility) and of computing and communication networks 
distributed on the urban territory (or elsewhere, e.g. cloud).

Integrated vision 

Models, processes and tools for integration of security information.

Smart City resilience

Policies and guidelines must be developed addressing “smart” urban development, making it possible 
to include, both in the re-urbanization undertakings and in the development of new infrastructure and 
urban areas, the technological components connected to the “network of networks”, with the aim to 
increase the availability of information useful for to the management of safety and emergencies (e.g., low 
cost monitoring systems based on sensors embedded in the infrastructures such as accelerometers, 
pressure sensors, humidity sensors, fi ber optics etc..).

Urban Security Innovation

“Urban Security in the time of Smart City” is the subject of this sub-sector: what research areas can be 
addressed on security issues starting from the fact that the smart integration of the city subsystems 
allows to have accurate and not previously available information on what happens in urban areas?

Themes to address:

Description on new security-related urban processes 

Analysis of the way in which new urban processes (including “participated security”) can be a source of 
useful information for security purposes.

Development of new concepts of operation

Non-invasive sensors, “non-sensors sensors”, wide area surveillance based on the integration of 
technologies for Earth Observation (from ground, airborne and satellite) with positioning technologies 
and web technologies, federated and scalable ICT architecture for real-time process management, 
usage of “ubiquitous network” interconnecting the citizens as a means of protection and processes 
management.

Application to security of data fusion / advanced analytics techniques 

Models, processes and tools for information collection and analysis. 
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Security Operators 

How the role of security operators will change because of the evolution of urban processes and the 
increasing availability of data, information and communication networks.

Citizen feedback

How to give back to citizens in ”smart and friendly” way information useful for their safety.

O ther Sectors’ contribution

To optimize the activities to build Smart Cities’ security we need to identify what relevant contributions 
can be shared with other Sectors, indicating, for each identifi ed research area, what changes may 
be required to harmonize activities with the SCSF Framework and what role the specifi c sub-sector /   
technology area / research activity has in SCSF.

Sharing with other SERIT Sectors and Technology areas also has the purpose of addressing the 
sharing of the costs of the realization of sensor networks and of the management and analysis systems 
dedicated to a multi-domain scenario such as the Smart City.
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2. Technological Areas

2.1 TA 1 - Surveillance and situation awareness

With Surveillance and Situation Awareness are generally addressed those processes allowing the 
observation and monitoring of people, physical objects, areas of different dimensions to detect anomalies 
with respect to existing rules or typical behaviors. The processes include the ability to apply Command 
and Control actions when an unwanted or anomalous event takes place.

The automatic detection of anomalous events, in particular, represents the main focus of this Area.

It implies the technology to detect, and possibly understand, the arising of potential threats. The capability 
to effectively reacts against the threats in complex scenarios is also a critical issue of technological 
developments. Increasing  the effectiveness of Surveillance of an area or an asset (like airport sites, 
buildings, railway infrastructures etc..) is the target of Technology Area 1 and can be obtained  by 
means of an intelligent fusion of information and data coming from different sensing sources (typical 
examples are the possibility to correlate radar patterns with satellite or camera images). Other key 
issues refers to the possibility to grant a continuous observation (typically H24) and the capability to 
correlate many sensors not only for single events, but also within a defi ned time-sliding observation 
window. Surveillance can be categorized like:

• Single Point surveillance (each single access);

• Perimeter Surveillance (or Border Surveillance);

• Area Surveillance (possibility of large extensions).
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Surveillance is also important to ensure Geocasting, Positioning and Navigation Support functionalities.

Situation Awareness needs for the capability to process operational data and to synthesize them in 
a unique, encompassing framework. This is realized by means of the integration of the Command and 
Control Centers (C2) that are the fi nal targets of technologies like:

• Common Operational Pictures (COP), the capability to synthesize information coming from 
different sensors, units, equipment and Teams acting on the fi eld;

• Human-Machine Interface (HMI) to cope with Situation Awareness / Enhanced Situation 
Awareness capabilities (including the integration of data coming from cognitive systems);

• Decision Support tools (like Cognitive Analysis, procedural workfl ows, data correlation, etc…);

• Simulation scenario and Lessons Learnt tools;

• Data Fusion and Reasoning Expert Systems, intended for the early alarm and the decision 
support (including the capability to take in account the past events history);

• Architectures for net-centered systems, to circulate commands and high priority information.

In short, surveillance technologies are centered on:

• Sensors:

o Electro-optical technologies (large spectrum);

o Sensor networks (wireless, cabled, etc...).

• Platforms:

o Aerial, Marine, Satellite, Terrestrial platforms (both static and mobiles like UAV etc...);

o Integration of Surveillance and Situation Awareness systems.
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2.2   TA 2 - Communication Systems

Communications means the set of terminals, equipment, networks and infrastructures devoted to 
transmit data, whatever they are, together with technologies and applications layer supporting the data 
exchange. The need is to fi nd secure turn-on-key solutions, integrated and interoperable for voice and 
data transmission, able to merge different enabling technologies, including digital radio standard, such 
as TETRA and DMR, and wide band wireless radio last generation, such as LTE, among one another 
and with satellite technologies.

In particular, it is necessary to design multi-technological network solutions assuring a transparent 
connectivity to the user in any circumstances, and able to improve the effi ciency for public security 
operations, emergency care services, civil protection agencies, and homeland security applications. 

Answering the growing need of security, dedicated technological area have to be developed in order 
to face the specifi c requirements in the fi eld, increasing effi ciency, security, quality, and respondness of 
the operations.

The solutions to the security problem shall be reliable, fl exible, and robust, and able to interface different 
networks, systems and tools. 

The applications include telemetry, automatic vehicle localisation, video streaming, data base access, 
alerting diffusion.
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The number of operational scenarios leads to the following main requirements for the communications:

• Interoperability, extended to several levels (among different groups of actors, in a join operations, 
law enforcement forces, practices, etc.); 

• Communications Security, data exchanged in a manner able to avoid data loss, corruption or 
dispersion of the transmitted information;

• Availability, in terms of Quality of Service for the transmitted information; 

• Resiliency, in term of robustness of communication infrastructure to operate in critical situations;

• Fast deployment.

The Communications Technologies include:

Terminal and Equipment:

• Communications Terminals:

• Analogue radio (HF, VHF, UHF, etc.);

• Digital radio (APCO);

• TETRA terminals;

• Smartphone

• Satellite ground segment

• Routing e Switching equipment;

• Datalink for Robotised platform;

Communications Infrastructures and Networks:

• Analogue radio;

• Digital radio network;

• TETRA  network;

• WiFi Communications network (WLAN, MANET, Mesh network);

• WiMAX;

• Satellite network;

• Short-Range Communications (RFID, Bluetooth, UWB);

• IP-based Technology;

• Cell phone Communications network (GSM, UMTS);

• Integrated network (e.g. integrated terrestrial/satellite Software Defi ned Radio);
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Technologies and Applications Layer:

• Data Compression/Transmission Technologies (Availability);

• Information Broadcasting in critical or emergency situations (Availability)

• Middleware, for existing networks and systems integration in a common layer 

(Interoperability);

• Jamming resistance (Security);

• Network re-confi gurability (Resiliency);

• Network Centric Communications.

Different services and applications shall assure requirements of Interoperability, Resiliency, Availability, 
and Security necessary in the Communications domain.
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2.3  TA 3 - Detection & Identifi cation systems

In their most common meaning, the terms “detection” and “identifi cation”, although both belonging to 

the specifi c context of security, generally refer to different application areas. While in fact  “detection” 

may be defi ned as the act or process of extracting information (as the discovery of dangerous objects 

in a package; the human presence in an environment; the assessment of abnormal behaviours related 

to a human beings or to anthropic systems), the term “identifi cation” relates more to the purpose of 

providing an identity to an object (for example by using of RFID sensors; by shape recognition;  by 

model generation and object classifi cation) or to a person (through the use of biometric techniques for 

face, iris, fi ngerprint or gait recognition).

The term identifi cation in the security fi eld has a very wide meaning, ranging from the generic fi eld of 
the accreditation in accessing physical or logical environment up to the specifi c meaning in the context 
of biometric technologies where “identifi cation” and “ identity verifi cation” have different and specifi c 
operation modes. 

Attacks against public authorities and private entities can be a combination of physical and logical 
attacks and may affect heavily the life of citizen, impacting for instance on transport, health, fi nance 
and telecommunications, with dangerous consequences both in the urban public environment and in 
the citizen private life. In order to anticipate, prevent and manage these threat events, it is necessary 
to develop and apply innovative detection and identifi cation technologies, feeding new solutions, 
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foresight tools and knowledge, in order to stimulate cooperation between providers and users, fi nd 
civil security solutions, improve the competitiveness of the European security. 

Detection and Identifi cation are in general:

• Specifi c functions performed exploiting different technologies with different aims and in different 
mission contexts;

• Embedded inside processes and services by improving the coherence between the main 
detection and identifi cation functions and the synergic use of intelligent automation and human 
support, for enhanced effi ciency, effectiveness, reliability and trust;

• An indispensable instrument to prevent steady or moving people, things, data and assets.

Detection and Identifi cation systems allow to:

• D etect anomalies in different contexts, by analysing data collected from different 
sources; 

• Recognize people and assets, by means of heterogeneous technologies; 

• Identify potential threats, in combination with surveillance and situation awareness 
systems.

With the ever more pressing need for Security the techniques based on the “detection” and 
“identifi cation” are quickly fi nding a number of applications in critical areas such as the screening of 
containers, the automatic controls at borders, or the detection of individuals who have recently used 
fi rearms.

“Detection” and “identifi cation” can be used in a convergent way. For example in the context of the 
safety and security of urban life, major events, public utility services continuity, mobility and working 
environments. 
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 2.4  TA 4 - Technologies for Crisis Management & People, Assets  
                   and Infrastructures Protection

Crisis Management means organization of a well-timed, effi cient and effective response to a very 
extensive critical event, to mitigate damages to people and assets.

Necessary actions are:

• To develop technologies and tools for dynamic risk assessment 

• To assure interoperability between different systems which cooperate in critical event managing;

• To implement Command & Control Centres for operating management;

• To share information between cooperating authorities;

• To assure access to shared data/information in a secure way;

• To adapt and reconfi gure, when needed, operating processes, to optimize the response to the 
crisis;

• To provide for operators/First Responders training and equipment.

This Theme is mainly directed to enhance the intervention capacity of operators during a critical event, 
while assuring their safety.
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Crisis Management technologies include:

• Tools for the integration of sensing technologies and sensing infrastructures;

• Robotics for Crisis Management and Search & Rescue;

• Actuator means for emergency response - e. g. specifi cally equipped vehicles;

• Tools and equipment for specifi c S&R requirements;

• Simulation & Training for Crisis Management operators.

People, Assets and Infrastructures Protection means the capability to make people safe as much 
as physical structures and different assets, to reduce their intrinsic vulnerability and enhance their 
resilience.

Protection technologies include:

• Constant monitoring (gathering and processing of different kind of data/information):

o access control;

o local alarms management;

o fusion/processing of data/information – also related to Surveillance, Detection & 
Identifi cation areas;

• Early warning analysis (Forecasting and precursor data analysis);

• Safety plans development (to assure effective preparedness and prevention);

• Protection by means of physical barriers (active/passive fences for access control in protected 
areas).

People, Assets and Infrastructures Protection is strictly connected to Preparedness, which is intended 
as the action aimed to mitigate the effects of possible risks.

Preparedness action includes the following technologies:

• Risk analysis, study about vulnerability and interdependences, territorial  vulnerability maps;

• Design for security;

• Physical net and buildings monitoring (related to Surveillance sensors);

• Diagnostic models and tools;

• Modelling and simulation of possible scenarios and solutions, including multi-layer simulation.
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2.5  TA 5 - Information Processing and Management

Information Processing and Management (IP&M) is the ability to process data and heterogeneous 
information coming from many different sources to obtain knowledge and make it available to all the 
authorised users (based on user clearances and the “need to know” principle). Thus TA5 themes are 
expressed in:

• Techniques for processing heterogeneous data;

• Techniques for secure dissemination of information;

• Interoperable platforms for access, exchange and distribution of information.

However IP&M does not address all the technologies required to support the whole process; to avoid 
overlapping with other TA’s some technologies are not addressed although they are relevant also for 
gathering intelligence, namely sensors technologies, including low-level signal processing, such as those 
required for remote sensing (e.g. unattended, self-organising sensor networks) and communication 
technologies.

For its nature IP&M capabilities are required for any security missions but nevertheless for some of them 
it has a particular relevance, namely:

• Protection against terrorism and organised crime (security of citizens)

• Border security, with specifi c focus on the fi ghting of:

• Illegal immigration, people smuggling and traffi cking;

• Traffi cking of drugs, weapons and illicit substances.

IP&M appears to be relevant, although not as important, for Protection of Critical Infrastructures and 
Restoring security in case of crisis.

More in detail, for the above mentioned missions and depending on the application scenarios the 
capabilities supported by IP&M technologies include:
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 • Acquisition of information from many different sources, including:

• Collection and extraction from interactive real time multi-sensors systems and open or 
restricted sources;

• Data and text mining, querying of unstructured database repositories for extracting relevant 
information;

• Natural Language Processing technologies Speech Processing technology, Automated 
Language Translation;

• Semantic Technologies for the description, classifi cation, search and retrieval of relevant 
information.

• Integration and processing of all the available information and knowledge for automated production 
of intelligence, including: 

- Data and information fusion:

• Automatic content analysis;

• Handling of cultural, linguistic and behavioural aspects affecting the appreciation of 
data;

• Finding patterns and correlations to indicate specifi c hazards;

• Correlation of real-time information with historic data and profi les;

• Building and updating “profi les”.

- Acquisition and analysis of information to track and trace criminal actions in information 
networks, supporting digital forensic capabilities.

 Distribution of information to authorised users and sharing of information and knowledge among 
cooperating organisations, including:

- Secure sharing and exchange of information to support security and privacy:

• Data protection capability, techniques of encryption;

• Security of information systems, cyber security, anti-hackering;

• Robust access control and authentication models;

• Cyber security policy management tools.

- In teroperability in data exchange among different organisations (people and systems):

• Defi nition of common standardised data formats;

• Availability of gateways and/or translator units – to convert formats and protocols, as 
a short-term solution for interoperability.
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2.6  TA 6 - CBRNE

The CBRNE threat by its very nature could seriously impact on a wide range of daily activities of 
citizens. In general, the CBRNE threat translates into:

• Attack with explosives;

• Chemical-biological attack (to waters, soil and atmosphere);

• Radiological attack;

• Agro-terrorism (bacterial and radiological contamination of the food supply chain);

• Counterfeiting of drugs and medicines. 

To this respect, the research areas to counter these menaces can be classifi ed as:

• Detection and identifi cation of the threat of chemical attack, terrorist attack with nuclear 
substances and explosives;

• Epidemics and management of health emergencies;

• Quick response for security (nuclear, bacteria, viruses and explosives);

• Interception and tampering of containers/vehicles/persons etc. to prevent the CBRNE attack 

Technologies related to CBRNE include:

• Detection and identifi cation of the terrorist threat:

• Sensors for detection of NBC substances;

• Sensors for trace explosives and / or IED (Improvised Explosive Devices) detection in 
sensitive sites, stations and vehicles;



49

Security Research in Italy 2013

• Stand-off monitoring systems;

• Systems for detecting of weapons and primers (detonators);

• Early warning sensors and sensor systems with embedded analysis capabilities;

• Epidemic and management of health emergencies;

• Structures as shelter to be quickly and easily deployable;

• PPE-personnel protective equipment (equipment for Fire staff);

• Quick response for Security;

• Sensors able to support forensic operators in the fi eld;

• Planning (prevention and preparedness) against large scale contamination;

• Bio-detection and identifi cation:

• Plans for the prevention and spread of epidemics;

• Mobile laboratories;

• Mobile health centers.
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2.7   TA 7 - Legal & Ethical Issues for Security 

General Information on the SERIT TA 7 

“Security means protecting people and the values of freedom and democracy, so that everyone can 
enjoy their daily lives without fear”.1 In this signifi cant sentence of the EU Council, the term security is 
inextricably bound to the words “freedom” and “democracy” and, as a consequence, to their “legal 
implications” and “ethical value”. These two issues identify the working context of the SERIT TA 7, 
called “Ethics and Law in Security” where the acronym “TA” stands for “Transversal Area” better than 
“Technological Area”.

In very general terms, the TA 7 may be defi ned as an interdisciplinary group of experts in charge of 
(i) providing a support to the other SERIT Technological Areas and Guide Sectors (Missions) in their 
intersections with the legal and ethical aspects of the “security” and (ii) developing own strategies in 
order to promote and support the national and international research in the area of the juridical and 
ethical aspects related to security.

Differently from the other SERIT TAs that were created earlier, the SERIT TA 7 begun its activity in 2011, 
starting from the consideration that a large research platform, such as SERIT, could not neglect the 
diffi culties often met experts by the security technologies in dealing with non-technological collateral 
aspects such as legal and ethical issues.

1   Council of the EU, Council Document, 5842/2/2010, Internal Security Strategy for the European Union: Towards a European 

Security Model.
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As indicated in the section “Future possible actions for TA 7”, it is foreseen that the social aspects 
will be proposed soon as the third line of research. For this reason, in the continuation of the present 
document, from now, there will be some references to these aspects.

The legal, social and ethical dimension of the “security”

It is always more evident that the evolution of the technology is characterized by a speed practically 
unreachable by other disciplines such as those related to the legal or ethical fi elds.

The damaging effects of this “variable speed” condition, once probably underestimated, are now well 
clear to all the experts. In some cases, when a project in an advanced stage of deployment enters into 
a collision course with some collateral implications, such as, for example, data protection issues, the 
consequences may be very severe. 

With particular reference to the “security” sector,  the history of technological innovations,  includes 
several cases in which a public or private entity, after having invested considerable capitals, has 
suffered a huge fi nancial loss, due to obligation of quitting a project because of a veto imposed by a 
legislator who recognized in it elements of non-compliance with the regulatory framework.

As anticipated in the continuation of the present document, together with the ethical and legal aspects 
of the security, the TA will propose to widen the scope of the research also to the societal aspects. This 
also in consideration that the European Commission itself has recognized that the problems associated 
to the societal acceptance of security technologies have to be taken in strong consideration to avoid a 
number of possible negative consequences. For industry it means the risk of investing in technologies, 
which are then not accepted by the public, leading to wasted investment. For the demand side it 
means being forced to purchase a less controversial product which however does not entirely fulfi lls 
the security requirements. 

On the other hand, also Horizon 2020 emphasizes that the societal and fundamental rights impact 
should be assessed before and during R&D and that the societal impact checking needs to be more 
systematic. Given the complexity of products and variation in practices and societal issues among EU 
member states, there is a need for a coherent framework to enable effective and relatively standardised 
societal impact assessment at all stages.2

Last, but not least, the ethical aspects are gaining a strong importance, particularly in the context of 
the European Commission Research Programs. For example, the Article 6 “Ethical principles”, (1§) of 
the DECISION No 1982/2006/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL quotes 
that “All the research activities carried out under the Seventh Framework Programme shall be carried 
out in compliance with fundamental ethical principles”. Although the attention is mainly focused to 
the medical scenario, if an ethical review is due for a project, the protection of personal data and the 
respect for human dignity are fundamental points to be assessed.  

2  CEN, Mandate M7487 to Establish Security Standards, Draft Report Phase 2, Proposed standardisation work programmes and 

road maps.
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Terms of Reference of TA 7

A non-exhaustive list of the TA 7 Terms of Reference is reported below:

• The TA 7, with specifi c mention to the SERIT platform, aims to represent one of the reference 
points of the Italian scientifi c community related to the security sector.

• Its cultural area is identifi ed by the intersection between the security oriented technologies and 
their legal and ethical aspects.  

• To this purpose, the TA 7 relates primarily to the SERIT Missions and Technological Areas in 
providing a support in its competence areas.

• The TA 7 operates in an international framework, but considers the activities of the European 
Commission as the primary context of activity.

• The TA 7, with the support of the SERIT network, monitors the international research pertaining 
to its competence sector, with particular reference to the European Commission context. 

The TA 7 Research Sectors: fi rst steps

The initial research sectors individuated for the TA 7 are:

• Data Protection.

• Protecting the rights of the person.

It is expected that the TA 7, in a near future, will approach two particular areas:

• Legal and Ethical Aspects of Biometric Data International Sharing. 

• Inclusiveness-by-Design.

Furthermore, considering the wide popularity that the Automated Border Crossing (ABC) systems are 
gaining in the international contexts, a new sector of interest for TA 7 could consist in the study of 
the societal implications, fundamental rights and privacy associated to ABC systems, with particular 
reference to the implications pertaining the use of the biometric technologies.

As a matter of fact, there are not so many references on the impact of ABC systems on passengers 
which, sometimes, are reluctant to use such systems. 

Several motivations may be adduced to explain such condition but it is basically certain that the 
assurance that travelers’ biometric data sets are not being uses for unauthorized purposes plays an 
important role in the users’ acceptability. 
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3.    End Users Liason Committee 

The activities carried out by the Platform (from the identifi cation of the priorities relevant to national 
security, to the corresponding technological developments to be achieved in the next years), require 
both validation and appreciation by the national stakeholders involved in the areas of Security in order 
to refl ect and better meet the national needs. For this reason, following the activities already started 
last year, the Platform has tried to actively involve an increasing number of end-users with relevant 
experience in different application domains. 

The active involvement of end-users within the Platform is an essential element to ensure that the results, 
from the earliest stages, are developed in accordance with the requirements expressed by them, and 
then validated through an iterative process that can constantly take into account the changing and 
new needs that may arise in the fi eld of Security. The platform is structured in such a way as to involve 
as much as possible end-users within their areas of interest, so as to enable a profi table synergy 
between the demand (user requirements) and the supply (capacity and technological expertise across 
the application domains).

For this reason, SERIT has created an End-User Liaison Committee that includes some of the members 
of SERIT who have the opportunity to engage actively a wide range of stakeholders and end-users 
in the Platform’s activities. The kinds of cooperation between the end-users, guided by members of 
the Liaison Board, are extremely fl exible (from teleconferences, request for feedback on documents, 
telephone interviews, participation in workshops, etc.), in order to fulfi ll the need and availability of end-
users that wish to join the Platform.
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The End-User Committee allows the end-users to take advantage in terms of:

• Networking: creating a network of qualifi ed stakeholders involved in the areas of National 
Security (end-users of public administrations and the private sector, industries and SMEs, 
institutions, research centers, universities, ...) enables a knowledge transfer and the possibility of 
collaborations for funding opportunities, and the development of design ideas for initiatives and 
R&D projects (both national and European) as well as the activation of public-private partnerships 
(including the supply chain of SMEs), from synergies in public interventions national and regional 
(technology districts) and the protection of technological excellence;

• Strengthening international efforts to develop technologies for the Security, supporting lines 
of research priorities in the Seventh Framework Programme and infl uencing those of the new 
European Framework Programme (Horizon 2020) by transferring into a broader context the 
needs of Italian funding for research and development identifi ed by members of the Platform 
SERIT;

• Increasing the competitiveness of the Country, through an effective planning and management 
of research activities within the Security themes, identifying concrete results and marketplaces 
so encouraging access to marketing opportunities.
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4. Food for Thought Paper on H2020

 

This section presents the possible contributions to the H2020 activities by the SERIT platform, by fi rst 
illustrating some topics of interest and focusing on lighthouse projects that, according to the SERIT 
platform, should have high priority and impact. In particular we refer to the last available proposals 
from Commission, Council and Parliament and the specifi c themes we addressed are:

III Societal challenges, 6a. Secure societies – protecting freedom and security of Europe and its citizens:

(a) Fight crime and terrorism;

(b) Protect and improve resilience of critical infrastructures;

(c) Strengthen security through border management and maritime security;

(d) Provide cyber security;

(e) Increase Europe’s resilience to crises and disasters;

(f) Enhance the societal dimension of security and ensure privacy and freedom in the Internet;

(g) Support the Union’s internal and external security policies;

(h) Strengthen security and the transformation of confl icts within third countries through confl ict 
prevention, peacebuilding, dialogue, mediation and reconciliation and civilian security sector 
reform;

(i) Enhance standatisation and interoperability. 

III Societal challenges, 3. Secure, clean and effi cient energy:

3.1.3. Foster European Smart cities and Communities.

III Societal challenges, 5. Climate Action, Resource Effi ciency and Raw Materials:

5.6. Cultural heritage.

Despite the fact that the two themes related to the Smart Communities and to the Cultural Heritage are 
not directly involved in the priority “Societal Challenges, 6a”, it is clear that these themes are strongly 
related to the security and safety issues; therefore, it is crucial that in the framework of the H2020 calls, 
there is a focus to the topics of the safety/security for the Smart Cities and of the surveillance and 
protection of the Cultural Heritage.
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4.1   Fight crime, illegal traffi cking and terrorism, including
        understanding and tackling terrorist ideas and beliefs

H2020 Text:

“Work on data analysis should be continued (with focus on criminal activities, smuggling, money 
laundering, etc.), but here as well with a focus on standardisation effort of collected data to allow 
interoperability, exchange and operation at European level. Work on sensors should be more focused 
in the future on the supporting technology to be used in various scenarios (explosive, drugs, and 
other chemical or bio hazards).”

Introduction

Organized Crime is spreading at an accelerated rhythm in the world and in most of the European 
countries this is becoming an highly critical phenomenon. In the 7th European framework programme 
a number of technological innovations addressing the “Security of Citizens” mission have been already 
explored. Under this umbrella, the development of a set of tools to counter the crime during all its 
different phases have actually been started: surveillance systems, early warning devices, unmanned 
platforms, advanced and more sensitive detectors for the identifi cation of forbidden or dangerous 
substances have been investigated. 

Common procedures for the fi ght crime include well distinguished phases:

• Prevention;

• Direct Fight and event countermeasures;

• Analysis and Investigations.
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 Prevention and investigations phases demands for a large cooperation among all the European 
authorities, considering that the criminal actions are nowadays largely over-nationals and that the 
commitment, the preparation and the execution of crimes are more and more performed in different 
countries.

Italy is historically a target of organized crime, leading for a setting-up of methodologies and counter-
actions plans for fi ghting it. A number of technology producers are currently operating at an excellence 
level on the national territory, coping with the most refi ned investigation procedures. Funding this kind of 
programs it’s of a crucial importance to improve the competitiveness, and to increase the cooperation 
among similar operators in the other European countries. The national capabilities are also refl ected 
into ambitious CBRN project demostration (EDEN), that will start in early 2013 with the aim to develop 
and establish a wide and open CBRN equipment and services online platform and store, allowing direct 
access to suppliers (Industry, SMEs), users (CBRN operators and authorities) and RTOs (private/public).

The CBRNE area has contributed already to the mission of fi ghting crime and terrorism, in previous 
Framework Programs. Yet, gaps in the applications and capabilities still need to be fi lled. One of the 
area largely underdeveloped is the surveillance and protection of environmental resources, which 
impact at large different sectors of everyday life: for example, food production and energy production, 
but also recreation and culture, welfare, health. New research needs for the development of Early 
Warning Systems require the applicability of current CBRNE detection systems to a continuous and 
capillary monitoring of these resources, often remote and secluded. Many of the technologies applied 
for CBRNE detection are highly effective in controlled conditions, laboratories, uniform environments. 
Their application in-fi eld conditions requires therefore a further development in some critical aspects, 
including: (i) miniaturization; (ii) autonomy in power supply; (iii) possibility of diagnostics about correct 
functioning and self-repair; (iv) automatic sampling or data acquisition; (v) unmanned operation; (vi) 
networked connections with data fusion; (vii) resilience towards confounding factors and environmental 
disturbance; (viii) qualitative and quantitative data elaboration.

A peculiar area that should be also taken into account is the prevention of attacks that seriously threats 
the citizen security by means of modifi cations of the food chain: what that is called “food terrorism”. 
Organized crime can take advantage of this opportunity not only to menace the community, but especially 
to found new sources of illicit gains by means of the unsafe food and, what is also crucial, acting on the 
tampering of health products that become uncontrolled, unsafe, with direct and indirect threats for the 
citizen safety.  Develop new technologies for monitoring agri-environmental resources remotely and for 
deployment of in-fi eld rapid diagnostic techniques to measure the level of agri-environmental disruption 
after disasters.  Develop surveillance systems in the food industries to monitor hostile tampering  
behaviors during agricultural and food processes.
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What needs to be done

Within the past work of SERIT platform, a number of technological areas that impact on the mission of 
organized crime fi ghting, has been identifi ed:

1. Surveillance& Situation Awareness;2. Detection and Identifi cation Systems;3. Crisis Management and citizen protection technologies, asset and infrastructures;4. Information Processing and Management;5. Chemical Biological Nuclear Explosion threats;

The focus will be on the following capabilities that comes from the items addressed by the security 
Italian community, and that should be developed at local, regional, national and European level. 

Develop tools to support interoperability to exchange data among the different Law 
Enforcement agencies, share applications, use common user interfaces to fi ght against crime 
projects (defi nition and adoption of common ontologies, data and protocols standardizations, 
interoperable processing tools) 

This objective intersects the ‘Information Processing and Management’ technology area that feeds 
the research begin from data fusion, classifi cation and analysis algorithms and developing a software 
infrastructure based on modern ICT technologies such as:

• Cloud Computing;

• Semantic Web;

• Authenticationsystem;

• Resilience and Quality of Service.

These infrastructures are needed to realize a number of resources available to Law Enforcement 
Agencies, allowing the cross-borders cooperation both in terms of defi nition and adoption of a common 
ontology for the domains of interest, of exchanges of standardized data, of exploitation of common or 
compatible tools and processes needed to achieve their missions.

To this aim, also the information infrastructure shall guarantee the information distribution and the 
network protection against Cyber attacks, enhancing and even enforcing the standardization and the 
interoperability of data, procedures and information and data processing tools.
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Foster the development of intelligent sensing subsystem, improving the transportability level, 
reducing in size critical technologies endowed with networking connection with intelligent 
data fusion centers able to identify critical alarms combinations 

To fulfi ll this objective, the ‘Surveillance & Situation Awareness” technology area feeds the research 
theme by means of the enabling technology of MEMS (Micro Electromechanical Systems), of data 
fusion, of data classifi cation and analysis algorithms. 

The reference architectures should be based on pillars like:

• Cloud Computing;

• Hybrid Computing, High Performance Computing;

• Wide scale multisensory surveillance systems.

Another fundamental contribution to the addressed objective comes from the ‘Detection & Identifi cation 
Systems” technology area that feeds the research theme by means of the enabling technology of 
Ionic mobility, X and Gamma rays, Tera-Hertz technology, data fusion, data classifi cation and analysis 
algorithms, developing a software infrastructure necessary to realize a detection and identifi cation 
intruders system, to analyze the anomalous behaviors and more in general to alarm detection and 
verifi cation.

Sensors and unmanned platforms aims at wide multisensor surveillance systems, interoperable and 
able to collect information to C3I system.

Increase investigation capabilities in the area of forensics, in priority areas of Fire Arms and 
projectile identifi cation, GSR (Gun Shot Residue), Ballistic, Explosion investigation and explosives, 
drug analysis and biometrics.

Forensic is the application of a broad spectrum of science and technologies to investigate and establish 
facts of interest in relation to criminal or civil law. Forensic science covers many disciplines, such as 
biology, geology, chemistry, engineering, medicine, phonetics, computer science, among others. 
Therefore, this area is very complex and dynamic due to the confl uence of the Society security needs 
and requirements, requests coming from the legal and institutional Systems.

The demand for a high-quality diagnostic is generally growing and technological advances are particularly 
important, as the design and manufacture of portable instruments and databases for fast and reliable 
diagnosis and precise identifi cation of specifi c and characteristic specifi city.

Priority research areas are identifi ed in Fire Arms and projectile identifi cation, GSR, Ballistic, Explosion 
investigation and explosives, drug analysis and biometrics. These research areas require the creation 
of data bases, image analysis, and analysis of materials, development of new methods for detection, 
analysis of audio signal, and the development of protocols for forensic inspections.
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Lighthouse projects

Lighthouse projects are normally perceived as those projects aiming at accelerating changes in 
perceptions and beliefs on a wide scale. They are based on the scheme of large Demo projects, 
collecting most of the progresses achieved in previous H2020 or even FP7 projects. The following 
proposals, treated in this report at a very general level, are inspired to this vision.

First proposal:  “Common action of European Agencies against the Crime”

Demo project on the cooperation among the European Law Enforcement Agencies exploiting advances 
in system and networking architectures, maintaining information assurance, confi dentiality, and reliability.  
Exploitation of data analysis tools, addressing interoperability standards, legal and ethical issues.  The 
tackled problems also cover the need to select the information to be shared: this requires advanced 
organization of data bases, hiding information capability, protection technologies relevant to the system 
organization. 

Second proposal: “Forensic technologies advances”.

Demo project that collects the recent and future advances based on the available capabilities and 
excellences to implement new methodologies and protocols for investigations in the fi elds of Fire 
Arms and projectile identifi cation, GSR, Ballistic, Explosion investigation and explosives, drug analysis, 
genetics and biometric analysis.

Third proposal: “Multisensing platform for agro-environment monitoring”

Demo projects on multisensing platforms for monitoring agro-environmental resources towards 
deliberate attacks. Starting idea: what if recent outbreaks of Escherichia coli or Salmonella in food 
products had been determined by deliberate and fraudulent practices? The project should develop 
a complex multi-tiered system for surveillance, monitoring, information fl ow and exchange, decision 
support, redress across European countries.
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4.2   Protect and improve the resilience of critical infrastructures,   
 supply chains and transport modes

H2020 Text:

“New technologies, processes, methods and dedicated capabilities will help to protect critical 
infrastructures, systems and services which are essential for the good functioning of society and 
economy (including communications, transport, fi nance, health, food, water, energy, logistic and 
supply chain, and environment). This will include analysing and securing public and private critical 
networked infrastructures and services against any type of threats”.  

Introduction

The time span of H2020 will be characterized from an increasing complexity and uncertainty, with 

consequent increase in the vulnerability of Critical Infrastructure. The conventional approach on risk 

management, based on a “a priori” classifi cation of all the potential risks is not suffi cient any more. 

“Think about unthinkable” is becoming a mandatory strategy in the fi eld of CIP. Events like United 

States hurricane Sandy 2012, Japanese tsunami 2011, Icelandic volcano 2010, Thailand fl ooding 

2010, have shown that the “Black swan” can be real. A margin of safety is always needed to deal with 

the unexpected, as well as understanding critical dependencies. These new dimensions of the CIP 

require a new approach to resilience, going well beyond the past approach to fortress. Initial interest in 

resilience was stimulated primarily by the fact that scientists and policy makers realized that protecting 

our infrastructure from all possible threats, man-made and natural, was just unreasonable. First of all, 
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the cost of doing so would be astronomical. Secondly, the more important priority is to maintain the 

continuity of essential life resources: food, water, power, etc. So the question became: is this possible 

even if key assets are lost? Consequently, new capabilities at technological and organizational level 

have to be considered. 

To have an idea of these new capabilities we have to address all the different type of possible threats.  

The new classes of threats, which are cross-cutting, unpredictable, and potentially highly disruptive, 

include:

• Cyber attacks – they constitute a new frontier for most risk managers;

• Climate changes including space weather - No one is immune from the effects of this category 

of threats;

•  Critical Interdependencies and Failure Paths – Disruptions can cascade across geographies, 

across infrastructures, across industries and between the public and private sectors.

A special attention should be devoted to the implementation of the concept of “stress test”, defi ned as 
“a targeted reassessment of the safety and security margins of a critical infrastructure in the light of 
the possible threats identifi ed above”.

Protection and improved resilience of infrastructures is a key point also for smart cities that can be 

considered as networks of different infrastructure networks, since there is no smartness without safety 

and security. Improved resilience design of critical infrastructures allows reducing their vulnerability 

against natural and man-made hazards, also taking into account cascading effects, which can be 

particularly severe in the case of smart cities. 

A key tension that stems from the economic vs. national security debate is the tension between the forces 

that are driving infrastructure modernisation (economic stimulus) vis-à-vis the forces that are demanding 

critical infrastructure protection. The discussion around “smart grids” is emblematic. Thus, a potential 

‘modernisation’ agenda is brought into direct confl ict with a security agenda. The policy intervention 

that a government uses to meet the needs of the nation must be carefully balanced to heighten security 

without creating barriers to innovation, economic growth, and the free fl ow of information. 

What needs to be done

Here following is a list of capacities that should be developed at local, regional, national and European 

level.

Conduct integrated risk modeling of cyber and physical threats, vulnerabilities, and 
consequences of critical infrastructures: to identify and determine ways to manage risk to best 

allocate resources. These assessments include threat analysis, against all threats and hazards, to 

provide a baseline and frame of reference for risk management and investment decisions on new 

technologies. Possibly, a stress test approach should be followed. 

Explore methods and develop appropriate technologies to authenticate and verify personnel 
identity: to provide better means of identifying people in order to increase the security of critical facilities, 

systems, and functions. These means include systems for the recognition of biometric features (such as 

fi ngerprints, face, iris, and dynamics of signing or voice).
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Improve technical surveillance and situation awareness, monitoring and detection capabilities: 
to enable effective critical infrastructure and key assets vigilance along perimeters, entry area and key 

nodes like key points of access, through the application of intrusion detection technologies, data 

collection, classifi cation and analysis, behavioral analysis, digital images elaboration and pattern re-

identifi cation, wide scale multisensor surveillance systems, etc. These means include also Common 

Operational Pictures, the capability to synthesize information coming from different sensors, units, 

equipment and people acting on the fi eld.

Develop Public Regulated Regional Maritime Traffi c Monitoring Service: to increase the 

trustworthiness and to guarantee the reliability and integrity of the ship reported data by checking the 

content of ship reporting messages against a common shared semantic. These means putting in place 

technical counter-measures against fakers, i.e. malevolent agents putting deceiving information inside 

ship reporting messages.

Develop an integrated observational system:  to couple current monitoring, alerting systems and 

quick damage assessment. It shall be based on the integration of observing capabilities (both ground 

based airborne and satellite based) with navigation, TLC and ICT technologies and on the development 

of new observational platforms (e.g. UAV) and new advanced observing technologies (as new non-

invasive sensing technologies, low cost technologies, “sensors not sensors” , dust of sensors, etc.). 

This is of particular relevance for implementing the security of smart cities.

Develop detection technologies and procedures to screen food productions, food supply 
chains, intermodal containers, cargo and passenger baggage: to identify and explore technologies 

and processes to enable effi cient and expeditious screening of containers, cargo, passengers and 

baggage, especially at intermodal stations, like rail stations, ports and airports, for rapid identifi cation of 

counterfeited goods, with a special emphasis on technologies for detecting explosives and hazardous 

materials or contaminants.

Develop a Multi-Modal Transport Service Platform to improve the cooperation and 
interoperability of different transport modes: the increasing integration of different types of transport, 

make the system more fragile and complex, generating scenarios sensitive to possible malicious and 

terrorist acts. The security of transport by rail, road or sea, and the ability to move goods and people 

through different transport modes (multi-mode / inter-modality), requires the availability of data and 

information coming from the several information systems, the development of tools for analysis and 

correlation of such information aiming to detect the threats. Such a platform could be incrementally 

defi ned and implemented and can grow in order to provide the institutions with a single system view of 

the whole transport sector.

Improve the security of health infrastructures: the healthcare systems of all developed countries 
are moving from being organization-centered to person-centered architectures, enabled by appropriate 
information and communication technologies.  We can envisage the idea of a diffused health-care 
system both for improving cost-effi ciency as well as resiliency. A diffused system, based on delivering 
health-services in several places (also physically distributed), as health-care at home through biomedical 
sensors, considering family doctor studies (supported by limited diagnostic devices) at the district level, 
supported by secondary hospitals (mainly for post-operations convalescence) and eventually with main 
hospitals for surgeries and research at city/regional level. A main element of our interest in terms of 
security, comes noticing that usually centralized systems represent a single point of failure and thus 
are less resilient than distributed systems whose diversity and often geographical distribution help to 
survive to incidents. Unfortunately, no integrated Hospital Surge Capacity exists throughout Europe 
and common procedures must be implemented. Health assistance must become rapidly scalable as 
to avoid the occurrence of secondary consequences of crisis, disasters and maxi emergencies such as 
population panic, diffusion of infections (SARS like syndrome, cholera, etc) not leaving behind normal 
medical cases.  Trauma Centers should be inserted among the critical infrastructures. 
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Develop further our ability to prevent, detect, defend against and recover from cyber-attacks: 
following the principles of prevention and resilience and non-duplication. Prevention and resilience are 

particularly important given the reality that certain threats will persist despite all efforts to protect and 

defend against them.

Explore methods and develop appropriate skills and technologies for addressing cloud 
computing security challenges: Implementing a cloud-computing solution incurs different risks than 

with dedicated data centers. Risks associated with the implementation of a new technology service 

delivery model include policy lags, implementation of dynamic applications, and securing the dynamic 

environment.

Lighthouse projects

Lighthouse project is normally perceived as a project with the explicit goal of accelerating changes in 

perceptions and beliefs on a wide scale. We envisage the need of at least two lighthouse projects:

 A fi rst one in the area of improving integrated risk modeling of “system of systems” intended as a 

combination of critical infrastructures from different sectors, interacting each other. Important questions 

arise when identifying priorities for design and protection: Which components, if compromised, can 

lead to signifi cant service delivery disruption? What topologies are inherently robust to classes of cyber 

attack? How to do dependencies analysis of critical services and impact assessment of possible 

cascading failures? A key research challenge in addressing these fundamental questions lies in the 

effective understanding of the cyber-physical synergy and cascading effects.

A second one in the area of improving the resilience of complex cyber – physical systems (e.g. 

communication networks, smart grids, high speed transportation systems, smart cities). Recently, 

security researchers and standards bodies have begun to develop socio - technical requirements 

and potential solutions for protecting complex cyber – physical systems. A key research challenge in 

addressing these questions is the capability to synthesize information coming from different sensors, 

units, equipment and people, acting in the physical domain and in the cyber domain.
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4.3    Strengthening Security Through Border Management

H2020 Text:

“Technologies and capabilities are also required to enhance systems, equipments, tools, processes, 
and methods for rapid identifi cation to improve land, marine and coastal border security, including 
both control and surveillance issues, while exploiting the full potential of EUROSUR. These will be 
developed and tested considering their effectiveness, compliance with legal and ethical principles, 
proportionality, social acceptability and the respect of fundamental rights. Research will also support 
the improvement of the integrated European border management, including through increased 
cooperation with candidate, potential candidate and European Neighbourhood Policy countries.”  

Introduction

At the present time, free movement of EU citizens and the abolition of checks at the internal borders in 
the Schengen Area are some of the most tangible achievements of the European Union. These imply 
that the integrity of the Union’s external borders is a prerequisite for the Schengen area as we know it 
today and will remain a prerequisite also in the future. Measures to manage the external borders must 
meet the dual objectives of enhancing security and facilitating travel and goods exchange.

The potential offered by new capabilities and enabling technologies in this regard was addressed in the 
Commission’s efforts during the past R&T Frameworks trying to fi guring out the possible components 
of what are going to be the future EU “smart borders”. The effort should continue and be sustained in 
the forthcoming H2020 in order to evolve toward a real smart border security in such a complex and 
heterogeneous geographic area as the European one. 
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Analogous effort should be continued in the specifi c area of border surveillance where the route 
traced by the EUROSUR initiative should be enhanced by technology innovations and new capability 
developments, taking advantage from a coordinated collaboration of Civil and Military sides (dual use 
approach). 

What needs to be done

Here follows a series of needs and suggested developments in order to meet the requirements of a 
stronger European Border Management.

According to the forthcoming EU border policies and roadmaps, a relevant support is requested to 
enhance/improve the border check capabilities by means of new technologies (e.g. for multiple advanced 
biometrics, abnormal behaviour detection at multiple temporal scales, selective face recognition, multi-
sensor analysis, identity management, intelligent information management) and novel approaches (e.g. 
automatic accreditation through “smart” biometric check points). Beyond people, screening of goods 
and food should be improved and made more effi cient and reliable (e.g. by means of automated and 
unmanned custom systems or new sensors, portable and miniaturised tools with their ICT interfaces), 
in order to avoid degradation and/or intentional contamination. Any further research activity, aiming at 
implementing the smart border concepts, should pay attention to the specifi c aspects of usability (e.g. 
automated and time-effi cient procedures), societal acceptance (e.g. smooth and fast border crossing 
for travellers, while ensuring an adequate level of security), privacy (e.g. non-invasive border checks) 
and legal viability (e.g. harmonic compliance with local and global regulations).

Airports represent the key nationwide access and exit points and, consequently, they constitute a 
“constellation” of relevant border points at European/International level. The challenges coming from the 
mobility needs of citizens and the evolution of threats affecting the airport security require an integrated 
approach that will more and more involve Industries, Security Operators and different Public Institutions. 
The development of an advanced system devoted to safety, security, dynamic risk management and 
passengers’ management shall then be encouraged and validated by all the above mentioned stakeholders, 
and shall include: complete luggage tracking, including smart association traveller/luggage; advanced RFID 
identifi cation techniques; multi-scanning devices application based on innovative screening techniques 
for detection of hidden/dangerous materials; effi cient information sharing among actors, subsystems 
and devices (e.g. cameras, crossing detection, infrared, etc. in order to detect and notify the security 
state of airport’s assets and infrastructures); advanced decision support, enhanced by the correlation of 
intelligence information and external data sources.

New sensors, portable and miniaturised tools with ICT interfaces should be developed for customs and 
borders in order to increase the speed and reliability of identifi cation of unsafe foods, which can derive 
from accidental or intentional contamination. These sensors and ICT tools should be further conceived 
to be interoperable, linked to infrastructures for collection and analysis of data.

In 2011, over 90% of illegal border crossings took place in four EU countries: Italy, Malta, Greece and 
Spain. Italy, because of its central position in the Mediterranean Sea and its relevant coastal extension, 
aims at exploiting all the potentialities of an European Border Surveillance System and the forthcoming 
Common Information Sharing Environment. In the framework of “EUROSUR” guidelines, Italy is particularly 
interested in enhancing the capabilities of monitoring, detection, identifi cation, tracking, prevention 
and interception of illegal border crossings as well as protecting and saving the lives of migrants and 
refugees, especially those in distress at sea. For this reason, a set of new technologies (e.g. unmanned 
systems, multi-sensor platforms, network architectures) shall be improved and integrated, together with 
innovative approaches and operational procedures. Finally, beyond conventional funding processes of 
H2020, PPPs (Public Private Partnerships) should be started up and sustained in order to encourage 
the fruitful collaboration between the Industrial Solution Providers and the European User Community.

Regarding the specifi c theme of Maritime Surveillance, supporting the development of techniques and 
technologies to detect small boat, to go beyond the current coastal observational system capabilities, 
is needed; at the same time, the development of smart systems, for managing a huge amount of 
heterogeneous data, need to be supported in order to improve the detection of crime/illegal activities 
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(such as drug traffi cking, illegal immigration). More advanced methodologies and techniques able to 
correlate different observations of the same target (from different systems, such as the evolutions foreseen 
for the Regional Traffi c Monitoring Systems), need to be developed in order to increase and make more 
reliable the necessary Maritime Domain Awareness (as clearly established in the EU Integrated Maritime 
Policy Paper and in the recent Draft Roadmap for the Implementation of the EU Common Information 
Sharing Environment - CISE). This case evidences the condition for a dual-use research approach and 
the need for a strong collaboration between Civil and Military operators, that shall be then encouraged 
and sustained by proper funding frameworks (EFC- European Framework for Cooperation). 

Still on Maritime Surveillance, the development of on-board sensors processing capability, data 
management, network servers (i.e. to generate automatically alerts regarding suspicious vessels over 
heavy traffi c areas with numerous objects) should be further encouraged. Moreover, on board satellite 
communication data–link, to establish data streams across the networks, shall provide end users/
customers with relevant information rapidly when required. Finally, a network centric system based on 
privilege and authorization regime (also allowing data provision on demand) would help users, customers 
and agencies to share information in a timely and more effi cient manner.

Lastly, as a cross-cutting issue, enhanced Interoperability should be one of the objectives of further 
R&D activities for both border control and surveillance. Defi nition/adoption of European and worldwide 
standards (both at system and operating levels) should be encouraged and supported by technical 
solutions (e.g. Semantic Interoperability, Ontology Fusion, …), in order to involve and manage the 
cooperation among a large number of actors, while making available, correlating and exploiting huge 
global datasets (see also Big Data challenges), to achieve an integrated operational border management 
across boundaries.

Lighthouse projects

Several Lighthouse projects should be started in order to enhance and organize the efforts in the 
following R&D streams.

Enhanced adaptive wide area surveillance & monitoring system, capable to facing various security issues 
(illegal migration of people, piracy, traffi cking of drugs and weapons, as well as various natural disasters 
such as earthquake, fl ooding…) over large sea and land environments, where response effectiveness 
will be further steered by an accurate and precise environment observation, and by a cooperation 
among manned and unmanned systems equipped with heterogeneous sensors. Developments have 
to be designed in order to pave the way for “affordable” solution to be implemented in the operations.

New methods to improve border surveillance, taking into account crossing people and goods, are 
required, while achieving a full coverage of ground, air, sea, underwater and underground environment:

• Detection and Classifi cations of “objects”: e.g. detection of humans, classifi cation of border 
crossing events for ground surveillance, detection of small vessels and small airplanes at low 
altitudes and at long ranges;

• Interoperability among different sensing systems and different sensors modalities;

• Interoperability of detection, risk assessment systems and response systems to be deployed in 
complex contexts such as multinational operations, heterogeneous end-user organizations etc.; 
interoperability developments shall be harmonized with standardization processes.

To meet all these challenges, reinforcing the cooperation among involved operators and improving the 
situational awareness, a set of advanced technologies and components such as sensors (low cost 
radars, hyperspectral, active optronics, dust of sensors …), platforms (HASP, airships, UAV, UGV, USS, 
…), data fusion and big data management platforms need to be developed. 

Airport can be considered as a comprehensive and fully integrated system for border checks through a 
wide security monitoring network. Future R&D projects shall be planned in order to support:
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• The improving of processes for identifying suspicious event/crimes and awareness about the 
current state of airport operational activities without degrading the levels of airport performance 
and services for the public; 

• The dynamic adaptation of the security assets for collecting information on scenario changes 
(dynamic evolution of risks) as well as the management, in a dynamic way, of the actions to 
mitigate risks;

• The improving of collection and processing of early detections of crimes/violations (timing/
frequency and levels of detail of the information gathering and aggregation) and the management 
of countermeasure actions in case of suspicious events (automatic control and dynamic 
reconfi guration of sensors and controlled systems). 

As regard the maritime surveillance one or more lighthouse projects shall be launched to support the 
development of maritime awareness tailored for specifi c civilian goals; the development of suitable info-
space environment as generated by putting together new surveillance capabilities/technologies and 
data sharing policies (e.g. CISE) shall be supported by H2020 initiatives. Implementation of secure data 
transfer technology shall also allow the adaptation of military data for a civilian use, being compliant to 
privacy needs of the public and EU/National legal frameworks.

A more specifi c example of project in the area of maritime domain could be generated by the main 
current limitations that prevent the full exploitation of Regional Vessel Traffi c Monitoring Systems to have 
a real and reliable situational awareness:

• Lack of any mechanism to assess the reliability of the (cooperative) data sources, specially of 
on-board AIS stations;

• Absence of any agreed validation framework for the reported information:

• Absence of a common semantic not even for the key information reported (ship type, ship 
status);

• Lack of specifi c technical counter-measures against fakers.

Overcoming these needs by the development of new technologies/solutions would lead to the 
defi nition of a totally new concept which can be synthesized as “Public Regulated Regional 
Traffi c Monitoring Service” (borrowing the defi nition from other Services like the Galileo EU 
Navigation System), meaning a service where:

• The reliability and integrity of the ship reported data is guaranteed and measured by applying 
appropriate protocols and technical measures, able to signal when and under which conditions 
a ship report can be considered reliable enough for a security sensitive application;

• Th e content of ship reporting messages is checked against a common shared semantic, and 
validated according to predetermined agreements supporting the identifi cation of “abnormal 
reports”, also on the base of sensor and static data bases information correlation and fusion;

• Technical counter-measures are put in place against fakers, i.e. malevolent agents putting 
deceiving information inside ship reporting messages.

Lastly, the use of Medium Altitude Long Endurance (MALE) and Unmanned Air-Vehicle System (UAS) 
for maritime surveillance should be promoted, in order to act as a node in a global network that will 
automatically generate alerts about suspicious vessels based on analysis of data and information 
gathered from the designated surveyed area in all weather conditions. The use of Unmanned Air-Vehicle 
System (UAS) for land border surveillance should be also promoted in order to detect, locate and track 
illegal movements of people and goods crossing borders. The UAS shall be the aerial node of a global 
system that integrates land based and airborne sensing technologies.
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4.4   Improve cyber security

H2020 Text:

“Cyber security is a prerequisite for people, business and public services in order to benefi t from 
the opportunities offered by the Internet or any other additional data networks and communication 
infrastructures. It requires providing an improved security for systems, networks, access devices, 
and software and services, including cloud computing, while taking into account the interoperability 
of multiple technologies. Research and innovation will be supported to help prevent, detect and 
manage in real-time cyber-attacks across multiple domains and jurisdictions, and to protect critical 
ICT infrastructures. The digital society is in full development with constantly changing uses and 
abuses of the Internet, new ways of social interaction, new mobile and location-based services 
and the emergence of the Internet of Things. This requires a new type of research which should be 
triggered by the emerging applications, usage and societal trends. Nimble research initiatives will 
be undertaken including pro-active R&D to react quickly to new contemporary developments in trust 
and security. Particular attention should be given to the protection of children, as they are highly 
vulnerable to the emerging forms of cyber crime and abuse.

Work here should be conducted in close co-ordination with the ICT strand of the “Industrial Leadership” 
pillar.”  



70

Security Research in Italy 2013

Introduction

Cyber Security is a wide concept, and there is still little consensus regarding what is within its scope 
and what should be left out. It is a well known fact that the pervasive deployment of Information and 
Communication Technologies (ICT) has resulted in a dramatic improvement of our quality of life. However, 
this comes at the cost of increased exposure of the society at large to cyber threats (suffi ce to mention 
the recent sharp increase in targeted attacks to Critical Infrastructures). Evidence is demonstrating that 
we are witnessing a dramatic increase of external borne security incidents, while internal are basically 
stable, and accidental have increased only slightly (most probably, such a slight increase is mainly due 
to the increased complexity of the equipment, which results in more operator mistakes and interactions 
faults in general). A whole new generation of attacks has seen the light, characterized by a more 
distributed, subtle, and ultimately harmful nature, such as botnets and low-rising and stealthy attacks. 
Cyber Security has thus become a global issue, to be dealt with on a global scale. It is not by chance 
that Cyber Security is a key priority of the HORIZON 2020 program.

What needs to be done

Since the scope of cyber security is so wide, it is important to identify the objectives which need to be 
prioritized. Specifi cally, we have identifi ed the following six objectives: 

• Cyber-physical protection systems;

• Cyber intelligence via information management;

• Design and development of crisis management systems;

• SCADA and Smart Grid Security;

• Cloud Computing Security;

• Mobile Security.

Cyber-physical protection systems. The research activity encompasses the whole cycle of 
electronic access (including authentication and authorization/profi ling of users), network control, and 
system monitoring with respect to complex, distributed ICT systems. Users can be individuals, groups, 
physical objects, logical entities, or applications. The objective is to make the interconnected system 
of national critical networks and individual infrastructures more resilient and secure. This is typically 
achieved by a combination of means, and in particular: i) enforcing both passive (fi rewalls) and active 
(intrusion detection and prevention) perimeter defense systems, ii) improving the technologies for design 
and development of network protocols and services, and iii) continuously monitoring network status 
and traffi c. Network protection is of paramount importance, since it is a pillar on which many other 
vital aspects of the modern society are based. With respect to prevention and investigation, lawful 
interception is a key topic. Important mechanisms also include intrinsic security of unmanned systems, 
and specifi c solutions for secure network communication in wireless segments (e.g. surveillance, intrusion 
detection, and mitigation of cyber attacks). More effective convergence is needed among a plethora 
of cyber security technologies, including: Physical Security Information Management (PSIM), Security 
information and event management (SIEM), Security Operation Center (SOC), Identity Management, 
Building Automation, Video Surveillance, Access Control, and Forensics.

Cyber intelligence via information management. The objective of the research activity is the 
development of effective cyber intelligence features, to guarantee citizens’ global security, by exploiting 
the huge potential of currently available as well as emerging Information Management technologies 
(including high-performance and cloud computing platforms). Security will be improved along several 
axes, including protection of ICT systems, Critical Infrastructures, and assets. The developed technologies 
will provide a set of tools which will support a security process consisting of the following three phases: 
plan, control, and react. A key role will be played by information fl ow collection technologies, e.g. those 
based on video surveillance. 
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Design and development of crisis management systems. The research activity is targeted at 
studying systems which can improve crisis management functions and interventions, in various contexts. 
The amazing complexity and scale of systems and infrastructures to be protected call for solutions that 
allow effective coordination of actions, in a timely fashion. This entails support for near real time analysis 
and correlation of symptoms related to attacks targeting individual components/systems, as well as the 
overall system. Mechanisms should be developed to counter/mitigate attack effects and consequences.

SCADA and Smart Grid Security. Traditional Critical Infrastructures (CIs) were intrinsically secure 
systems, due to a combination of factors, and in particular: i) they consisted (almost exclusively) of 
special purpose devices, which were based on proprietary technologies; ii) individual sub-systems 
operated almost in isolation, i.e. they did not interact with the external world, with the exception of the 
system being controlled; iii) they were largely based on dedicated (as opposed to shared) communication 
links; iv) they massively relied on proprietary (as opposed to open) communication protocols. These 
trends have been largely subverted, and it will be even more so in the future. First, Wireless Sensor 
Networks (WSNs) have become an integral part of virtually any CI. Second, Commercial-Off-The-
Shelf (COTS) components are being massively used for implementing Supervisory Control And Data 
Acquisition (SCADA) systems. Third, subsystems are being connected using the infrastructure of the 
corporate Local Area Network (LAN), or even Wide Area Network (WAN) links, possibly including the 
public Internet, as well as wireless/ satellite trunks. An important objective will be improving SCADA and 
smart grid security and resilience, via effective integration of State-Of-The-Art sensor, communication, 
information, and control technologies. This will entail developing the following main functional blocks, all 
operating in real time: i) monitoring, ii) detection and diagnosis, iii) risk assessment, and iv) reaction and 
remediation. Data will be collected from a variety of heterogeneous hw/sw components that are typically 
found in SCADA networks and smart grids (e.g. PMUs, PDCs, smart meters, databases, Operating 
System logs, and network devices). All functions must be designed and implemented using fault- and 
intrusion-tolerance techniques, so to achieve a high level of trustworthiness.

Cloud Computing Security. In a nutshell, the objective of Cloud Computing Cyber Security research 
will be to build cloud platforms that are more secure, confi dential, and dependable, meaning that they 
will allow honest users to do their business and/or social activity reliably (since they would benefi t from 
improved security, confi dentiality, and dependability), while also limit the possibility for malicious users 
of exploiting the aforementioned properties for their evil purposes. To achieve this, effective support 
is needed for:  1) accurate and timely fault and intrusion detection & diagnosis features, to be made 
available both to cloud providers and to cloud users; 2) fault- and intrusion-tolerant forensic facilities for 
producing evidence to be used to prosecute criminals in court, 3) effi cient and scalable mechanisms 
for implementing confi dential communication channels exclusively dedicated to authorized users and 
4) access and usage control mechanisms for the transparent as well as accountable dissemination of 
data in the cloud. These objectives address some of the thirteen technical risks that have been identifi ed 
by ENISA in their recent report on cloud security open issues. Research should take a use case driven 
approach, meaning that it should be inspired by substantial case studies, which are diverse enough to 
provide a comprehensive set of requirements. Demonstrators should be set up, which should consist 
of multiple clouds, based on heterogeneous technologies, and located at geographically distant sites. 
The research program, while extremely rich in RTD content, should also make substantial contributions 
in terms of innovation, i.e. efforts should be made to take research results to the next step (i.e., “out of 
the lab”). 

Mobile Security. Over the last years we have witnessed a proliferation of mobile devices, such as 
smartphones and tablets, which are becoming day-by-day more pervasive. Current operating systems 
for mobile devices are based upon the concept of apps. Apps are lightweight applications that are 
distributed through on-line marketplaces, such as the Apple AppStore or Android Google Play. Using 
this paradigm, users browse apps on markets and install them directly on their devices. Regrettably, this 
model is affected by major security and trust issues that can lead to massive malware spread. Three main 
factors are worth mentioning: 1) a widespread platform, 2) readily accessible development tools, and 
3) suffi cient attacker motivation (typically, but not always, monetary). With the advent of open platform 
smartphones, the growing market-share parallels the rise in the number of mobile threats. It is easier 
for developers, including malware writers, to write and distribute applications and it is easy for malware 
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authors to create trojans that are very similar to popular apps. Currently, more than half of all mobile 
threats collect device data or track users’ activities. Almost a quarter of the mobile threats are designed 
to send content and one of the most popular ways for phone malware authors to make money is by 
sending premium SMS messages from infected phones. Increasingly, phone malware does more than 
send SMS. For example, we see attacks that track the user’s position with GPS and steal information. 
People regard their phones as personal, private, intimate parts of their life and view phone attacks with 
alarm. Mobile threats are now using server-side polymorphic techniques, and the number of variants of 
mobile malware attacks is rising faster than the number of unique families of mobile malware. Effective 
mechanisms must be made available to users to discriminate good apps from malware apps. Flexible 
trust models must be developed, to favor openness while preserving security and privacy. 

Lighthouse projects

We envision two lighthouse projects, in the form of demo projects, with the following objectives:

• Building a trans-national infrastructure for cyber-security data sharing and analysis; 

• Developing techniques and tools for forensics in the cloud.

Building a trans-national infrastructure for cyber-security data sharing and analysis. The 
objective is to build a cross-overlay trans-national cyber-security information exchange network and 
governance structure, for improving cyber-security decision support and cyber attack response in 
situations where multiple stakeholders from different countries and/or sectors are affected. Challenging 
requirements must be satisfi ed, in terms of trust management, scalability, timeliness, situation awareness, 
and more. An integrated approach will be taken, that will allow incremental data sharing and information 
exchange among security stakeholders of individual member states. Loosely-coupled communication 
mechanisms, data aggregation solutions, incentive based models, and confederated access control 
mechanisms shall be used to increase trust among stakeholders. Data analysis techniques will be 
developed, to implement complex correlation rules, also including organizational, legal, economic, 
and other non strictly technical requirements. The research will also address relevant issues such as 
governance, business model and incentives. 

Developing techniques and tools for forensics in the cloud. Forensics in Cloud deals with evidence 
collection and forensic investigation of criminal activity in the cloud. In this context, by digital evidence 
it is meant any information of probative value that is either stored or transmitted in a digital form. Even if 
digital forensics is a relatively young discipline, good practices have been established, and a number of 
tools is available to help the process of gathering digital evidence from devices. The collection process 
in cloud computing is made particularly challenging due to some peculiarities of these environments, 
such as: multi-tenant hosting, time synchronization, cross-border data distribution, and virtualization 
(resulting in the splitting of data between hypervisor and virtual machines). Law Enforcement Agencies 
(LEAs) of individual member states are encountering situations where the seized materials do not contain 
any information, and the traces on such materials indicate that all data and digital information that was 
manipulated by the suspects is located in some sort of cloud-computing based service, possibly hosted 
in a foreign country. The Forensics in the Cloud lighthouse project will deal with evidence collection and 
forensic investigation of criminal activity, following trails and information that may be stored or processed 
in the cloud. The goal is not specifi cally to investigate unlawful activity in the cloud, but rather to collect 
forensic evidence of unlawful activity, be it in the “real world” or in cyberspace, when such evidence may 
be in the cloud.
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 4.5   Increase Europe’s resilience to crises and disasters 

H2020 Text:

“This requires the development of dedicated technologies and capabilities to support different types 
of emergency management operations (such as civil protection, fi re fi ghting and marine pollution, 
humanitarian aid, civil defence, confl ict prevention, development of medical information infrastructures 
rescue tasks, disaster recovery processes  and post-crisis-stabilisation) as well as law enforcement. 
Research will cover the whole crisis management chain and societal resilience, and support the 
establishment of a European emergency response capacity.

This also requires promoting interoperability between civilian and military capabilities in tasks ranging 
from civil protection to humanitarian relief, border management or civilian peace-keeping. This 
will include technological development in the sensitive area of dual-use technologies to enhance 
interoperability between civil protection and military forces and amongst civil protection forces 
worldwide, as well as reliability, organisational, legal and ethical aspects, trade issues, protection of 
confi dentiality and integrity of information and traceability of all transactions and processing.”  

Introduction

In the fi eld of crisis and emergencies associated with natural and human pressure induced hazards and 
aging/degradation there are urgent needs with regard to the development of technologies for both the 
prevention-preparedness and the crisis response. World is changing and spending constraints force to 
the optimization and rationalization of the efforts for crisis mitigation and intervention. One of the key 
points for public safety will regard therefore the use of cost effective solutions capable also of integrating 
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free and accessible information and opportunities offered by modern societal aspects to establish and 
maintain a foresight capability covering a large range of applications. The technological development 
must be brought to the level to allow proactive plan and security as a practice of communities on 
a global scale.  Risk-management and risk assessment tools should also account for dynamic risk 
changes further emphasized by climate changes.

A key role in crisis management – whatever the origin of the crisis would have been: natural or anthropic, 
technological accident or large scale terrorist attack – is played by First Responders (FR) Teams. The 
use of unmanned ground platforms as support to FR Teams is advised by a number of factors, including 
the societal attitudes toward risk and acceptability of human casualties and loss of life: a robotic 
platform should be able to a) improve the awareness of FR on the disaster scene (Fukushima) and 
b) operate in dangerous sites in place of human FR (Fukushima).Looking after cheapness in platform 
realisation would allow to deploy a large number of units on the fi eld, so improving the effectiveness of 
search and rescue operations, which have to be concentrated in early stages of disaster management 
(earthquakes: L’Aquila, Haiti). 

What needs to be done

Following EU recommendations a list of capabilities follows, which already are in Serit Program and 
which development is considered of particular interest.

Services based on sensing capabilities. The growth of Earth Observation satellites has boosted the 
application of remote sensing in crisis and disasters. Core services are fostering the use of space technologies 
in support to ground operation during emergencies: see f.i. the Haiti earthquake case. Nonetheless satellite 
data is still lacking of the development of specifi c services for the prevention/preparedness and the dynamic 
evaluation of risk during crisis and in the post crisis phase, as well as of market oriented solutions. Current and 
forthcoming sensors are capable of acquiring very high details on single structures but the development of 
improved, suitable and user-oriented tools is mandatory to reliably and accurately extract the multidimensional 
information content instrumental to new security, planning and crisis governance applications. Airborne 
sensing offers high operative fl exibility thus providing a unique technology for the post event phase. At the 
present status airborne sensing is restricted to mapping purposes whereas development is required to 
provide accurate monitoring capabilities to deliver quantitative and key information for situational awareness 
and decisions makers during emergencies. Another relevant point is associated with social aspects of modern 
society and citizens habits which are the more and more “on the web” thus providing a source of information 
of “opportunity” (sensing with non-sensors) that needs to be accounted for during crisis. A primary challenge 
associated with sensing capabilities is the management of huge data which need to be accessed, integrated 
with other measurements, and assimilated into models for use at the prevention stage for civil protection. 
Data interoperability and real time data access is crucial both to improve data gathering and information 
distribution in order to guarantee real time situation awareness. A further mandatory aspect is related to 
federate and scalable ICT architecture to remotely control sensors and manage data fl uxes, so to permit 
both to change the monitoring strategy, depending on events that are occurring, and to deliver web services 
to stakeholders and citizens. Adaptive Wide Area Surveillance and Monitoring Systems, which integrate 
ground based, airborne and satellite based technologies with position and navigation technologies and ICT 
and web tools, will be crucial for awareness, preparedness and post-crisis stabilization. The exploitation of 
data acquired by sensing technologies is necessary to mitigate threats and reduce the occurrence of crises 
in Europe and at the same time to increase Europe competitiveness on the market of resilience at a global 
scale. 

Large scale disasters governance. A strong research effort is still required to work around the factors 
which presently limit the widespread introduction of unmanned platforms, like the insuffi cient situational 
awareness, the excessive mental burden required to operate present devices, the poor adaptability to 
different kind of  grounds/scenarios. Great market opportunities for EU enterprises would be opened by a 
higher diffusion of such devices, in addition to the obvious societal/humanitarian positive repercussions. 
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First of all, a signifi cant improvement in mobility should be pursued, to allow a mobile platform to cope 
with different grounds – like rugged soils, debris, stairs; weight reduction and speed increase should be 
part of this research task. Another important matter is the enhancement of communication capability in 
shielded areas – e.g.: the inner areas of the Fukushima nuclear plant or of a building collapsed by fi re 
or earthquake. A wide fi eld of research is related to the degree of autonomy of mobile platforms, which 
is presently insuffi cient and implies matters like artifi cial vision and cognition capabilities development, 
which have been yet extensively studied but are still liable to broad improvements. Moreover, the caution 
required to manage the present devices – and the consequent mental burden for operators (FR) – is 
one of the greatest obstacles to the mobile platforms diffusion; further, careful studies on human-robot 
interfaces are of the maximum importance.

The above-mentioned capabilities need further implementation in the development of sensors 
into “multisensor intelligent platforms”, providing the possibility of increasing the detection effi cacy 
for chemical, biological, radionuclear and explosive hazards. The number of technologies currently 
available needs further improvements for miniaturisation and increase in throughput level. To achieve 
real time sensing and data fusion, implementation in communication interfaces, databases for storing, 
and decision support systems are required. Finally, to establish fi eld deployment near the point of 
concern, all sensing platforms must be modifi ed for adaptation to rugged situations, and simplifi cation 
in operational procedures, even to reach unmanned performance. Besides modifying the equipments 
and platforms, protocols and procedures must also be adapted to introduce automatic sampling, 
extraction-less sample preparation, multi-target analyses, non-targeted analyses.

Lighthouse projects

A possible project could be explored in connection with dual-use research. The plethora of technologies, 
equipment, devices and protocols which can be employed in a crisis situation has been produced by 
years of research in different fi elds, such as environmental monitoring, medical diagnostics, food control 
to mention but a few. This research has been carried out by civil scientists and at the same time by 
military structures. It is time that a closer cooperation is established between the two environments, to 
benefi t of the different approaches, knowledge, and requirements. The proposal is therefore for a project 
directed towards development, implementation, tailoring and adaptation of technologies for surveillance 
and detection, which must join efforts from the civil and military worlds, to achieve effi cient, rapid, 
multitarget, high-throughput, ruggedised systems taking into account also new  priorities  regarding  the 
improvement  of the smart cities resilience against crisis events and disasters  The focus will be also on 
detection of CBRNE threats, and it must be directed towards prevention and preparedness.

Another project targeted to the concept of operations based on use of sensing capabilities for the crisis 
management outside of Europe with a specifi c focus to humanitarian crises and disaster management is 
fundamental to support a European External Action Service being one of the priorities at the EU level.  It 
would regard not only disaster management and humanitarian aids due to events (wars, droughts, famines) 
but also prevention and mitigation strategies.  In this frame, the satellite and airborne sensing capabilities 
as well as non-sensors data and interoperability tools should be enhanced so to perform a global quick 
assessment of the crisis scenario and to support the coordination of the aid and recovery actions. Remote 
sensing capabilities should be integrated in order to develop global scale long-term monitoring systems for 
the protection of natural resources and the prevention or mitigation of factors leading to humanitarian crises

Finally, FP7DEMO projects are aimed at demonstrating European emergency capacities. Nonetheless, 
capabilities related to outside and inside Europe intervention have signifi cant differences especially in 
terms of available technologies and source of information. Inside Europe intervention will necessitate to 
integrate future technological progress, to comply with opportunities offered by federated and scalable 
ICT solution for operational service optimization and to benefi t of holistic approaches to crisis and 
disaster in the prevention and mitigation stage as well as for quick damage assessment in a cost sharing 
logic. In this framework the problem of security and safety in smart cities should be addressed taking 
into account that there is no smartness without safety and security and those smart cities, which are 
based on networks of different infrastructure networks, are particularly vulnerable to cascading effects.
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4.6   Ensure privacy and freedom, including in the Internet and  
        enhancing the societal legal and ethical understanding of
        all areas of security, risk and management

H2020 Text:

“Safeguarding the human right of privacy including in the digital society will require the development of 
privacy-by-design frameworks and technologies to underpin new products and services. Technologies will 
be developed allowing users to control their personal data and its use by third parties; as well as tools to detect 
and block illegal content and data breaches and to protect human rights on-line preventing that people’s 
behaviours individually or in groups is limited by unlawful searching and profi ling.  
Any new security solution and technology needs to be acceptable to the society, comply with Union 
and international law, be effective and proportionate in identifying and addressing the security threat. 
Better understanding the socioeconomic, cultural, and anthropological dimensions of security, the 
causes of insecurity, the role of media and communication and the citizen’s perceptions, are therefore 
essential. Ethical and legal issues and protection of human values and fundamental rights will be 
addressed, as well as risk and management issues.”

Introduction

With reference to the security context of Horizon 2020, the SERIT TA 7 intends to propose two research 
frameworks: “Legal and Ethical Aspects of Biometric Data International Sharing” and “Inclusive Security”:
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1) Legal and Ethical Aspects of Biometric Data International Sharing

The international exchange of information is rapidly becoming a crucial issue in a society in which 
the process of globalization requires an always more intense sharing among different countries of a 
series of data pertaining to i ndividuals. The exchange of data which, for example, is already massive 
in the fi nancial sector, in these last years is investing other highly sensitive areas, such as the sharing 
of biometric data. Currently various European and non-European countries regularly exchange 
fi ngerprints and DNA data on the basis of international multilateral or bilateral treaties and, on the 
other hand, the generalized increase in security measures suggests a proliferation of such exchange 
of data in the near future.

Of course the sharing at the international level of biometric data requires a strong caution from the 
legal and ethical points of view and many aspects related are still under study and improvement.

In line with what reported in the programmatic document of Horizon 2020, with reference to the point 
“Any new security solution and technology needs to be acceptable to the society, comply with Union 
and international law, be effective and proportionate in identifying and addressing the security threat”, 
it seems particularly appropriate to propose a transversal research area focused on the biometric data 
international sharing and aiming to promote a possible homogenization of systems and procedures, 
mainly in the light of a potential future extension to extra - European contexts.

In these last months the continuation of the discussion among the TA 7 experts has suggested to 
considere the opportunity to enlarge the scope of this research area from the biometric data sharing 
to the most demanding area of the generic data sharing at the international level.  

What has to be done: Explore the Legal and Ethical dimension of Biometric Data International 
Sharing

With reference to the European context, the biometric data exchange among some of its Countries 
actually occurs in the framework of the “Prüm Treaty”. The treaty includes cross - border cooperation 
by means of exchanging judicial and police information and by providing mutual assistance. With 
regards to the exchange of information, among other data, each member state has to make available 
some databases containing biometric data to other member states for automated searches. The 
exchange of information occurs by existing mutual legal assistance procedures (police or judicial). 
The adoption of the Prüm Treaty has clearly highlighted both the advantages offered by the data 
sharing and, on the other side, some points of diffi culty, mainly in the area of the homogenization of 
systems and procedures and of the adequate protection of human rights, such as the right to private 
life (privacy). With reference to the sharing of personal data the TA 7 proposes to explore the legal and 
ethical dimension of the Biometric Data International Sharing with a particular emphasys to possible 
geographical extensions of the biometric data sharing systems.

2) Inclusive Security

In considering the concept that every technological solution must be acceptable, in a generic sense, 
to the whole society, it should be usable by all components of the population. In practice several 
technological tools of the today society, including those oriented to security, seems to be oriented 
only to specifi c segments of the population while other subjects, such as the elderly and people with 
disabilities, are often not appropriately considered.

With reference, for example, to the biometric technologies, the elderly are likely to be excluded from 
various applications due to possible physical or cognitive defi cits. On the other hand, in drawing a 
project for Automatic Border Crossing, very rarely a gate is designed to be used by a person with 
mobility problems.
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The theme of the inclusive security is, therefore, an important area of research for the SERIT TA 
7, whose prerogatives include, among others, the assessment of the social and ethical aspects of 
security.

What needs to be done: (Inclusiveness - by - design)

The expression “privacy-by-design” is becoming rapidly popular as a project modality in which the 
protection of personal data is a fundamental prerogative of the technology, from the early design 
stage to its deployment, use and ultimate disposal. Similarly to the concept of “privacy-by-design”, 
the SERIT TA 7 suggests the adoption of the expression “inclusiveness -by-design” to designate a 
technology that tends to be offered to a wider users’ population and characterized by a very high level 
of usability, defi ned as primary constraints of one of the project. 

The inclusiveness-by-design in the context of security could provide an appropriate answer to the 
instances “Better understanding the socioeconomic, cultural, and anthropological dimensions of 
security” and “protection of human values and fundamental rights” reported in the document targeted 
to the implementation of Horizon 2020.

Lighthouse projects

A “Lighthouse Project” (LHP) is effectively an extended scale Demonstration where the new 
technologies can be assessed under pseudo-commercial conditions, in which key stakeholders such 
as public agencies, users, and technology and infrastructure providers participate. Two lighthouse 
projects could be presented:

Legal and Ethical Dimension of the Biometric Data International Sharing 

The project should address the legal, ethical and technological dimension of the biometric data sharing 
in a vision enlarged in respect to the Prüm Treaty. Such project should require a strong cooperation 
of TA7 with other SERIT TAs, specifi cally the TA 3 (Detection and Identifi cation Systems) and the TA 5 
(Information Processing and Management).

Inclusiveness – by - design for security technologies

The project should stimulate both industrial partners and public agencies in defi ning a minimum set 
of requirements for the security technologies concerning their impact on categories of users with 
disabilities. The project could valuate, for example, an existing Automated Border Crossing system to 
evaluate how the Inclusiveness-By-Design could have promoted a better and more appropriate use 
of it by impaired people .
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4.7   Support the Union’s internal and external security policies

H2020 Text

“Activities within this challenge (...) will support the Union’s policies for internal and external security, 
including the Common Foreign and Security Policy and its Common Security and Defence Policy.

(…) Whereas research and innovation activities will have an exclusive focus on civil applications, 
coordination with the activities of the European Defence Agency (EDA) will be actively pursued 
in order to strengthen cooperation with EDA, notably through the already established European 
Framework Cooperation, recognising that there are areas of dual use technology (...). Coordination 
mechanisms with relevant Union Agencies, such as FRONTEX, EMSA, ENISA and Europol, will also 
be further strengthened in order to improve the coordination of Union Programmes and policies in 
the fi eld of both internal and external security, and of other Union initiatives.

(…) This also requires promoting interoperability between civilian and military capabilities in tasks 
ranging from civil protection to humanitarian relief, border management or civilian peace-keeping. 
This will include technological development in the sensitive area of dual-use technologies to 
enhance interoperability between civil protection and military forces and amongst civil protection 
forces worldwide (...).”

Introduction

The content of the main EU strategic documents issued during the last 10 years regarding respectively 
internal and external security shall be considered in order to properly address the research priorities 
related to the mission “Support the Union’s internal and external security policies”.
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As regards internal security, we shall consider the “Internal Security Strategy for the European Union 
(ISS), Towards a European Security Model” (2010) issued by the European Council, and the document 
on its implementation “The EU Internal Security Strategy in Action: Five steps towards a more secure 
Europe” (2010), issued by the European Commission.

Concerning external security, we shall consider the following documents issued by the European 
Council: “European Security Strategy (ESS), A secure Europe in a better world” (2003), “Report on the 
implementation of the European Security Strategy, Providing security in a changing world” (2008) and 
the “Statement on tighter international security” (2008).

A fi rst comparison of key threats/factors highlighted in these documents results in a number of areas 
of intersection between internal and external security.

Table 1 – European security in EU strategic documents – Key threats/factors 

ESS ESS Report
Council 

Statement
ISS ISS 5 Steps

2003 2008 2008 2010 2010

Terrorism

Organised crime

Weapons of Mass Destruction

Cyber/Information

Pandemics

Piracy

Regional confl icts

Energy

Poverty

State failure

Cross-border crime

Natural or man-made disasters

Infrastructures

Climate change

Border security

Violence

Others to be identifi ed … ? ? ? ? ?

These intersections would increase should the comparison include also EU strategies on specifi c 
internal and external security sectors ranging from the Strategy against proliferation of Weapons of 
Mass Destruction (2003) to the recent Cybersecurity Strategy (2013).

Beyond these key threats/factors, the key “mandate areas” covered by the internal and external 
security policies should be properly considered. 
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Internal security mainly corresponds to the fi eld of justice and home affairs (JHA) while external security 
mainly corresponds to the foreign and security policy (i.e. the Common Foreign and Security Policy, 
CFSP, which includes the Common Security and Defence Policy, CSDP).

Moreover it should be considered that internal security tasks are regularly carried out in CSDP activities 
in third Countries. The ESS originally expressed the concept that “with the new threats, the fi rst line of 
defence will often be abroad”. Such concept has to be implemented by assessing the possibility for 
internal security actors to use CSDP activities for returns in internal security, and by considering JHA 
expertise as a crucial resource for EU foreign policy objectives such as promoting the rule of law and 
preventing state failure.3

Since both internal and external security are arguably extremely variegated domains, it is essential 
a reassessment of the strict separation between their respective goals embedded in EU structures, 
policies and practices.

What needs to be done

How can we best direct investments towards research projects aimed at supporting the Union’s internal 
and external security policies?

The selection should focus on the areas of intersection shared by both internal and external security.

For instance terrorism and organised crime (mentioned at the strategic level), but also the protection 
of critical infrastructures and response to natural and man-made disasters (treated in implementation 
documents rather than strategic ones, and/or just under the competence of those institutions which are 
in charge of JHA and CFSP/CSDP domains) and other possible areas/sub-areas to be identifi ed up to 
the implementation levels.

The areas of possible intersection should be properly and regularly verifi ed through an analysis comprising 
at least three priorities of research to be set within the fi rst phases of Horizon 2020:

1. The fi rst research priority is somehow “ontological” and should be conceived as a precondition. It 
should be devoted to the in-depth analysis of statements, starting from the wording of strategic and 
policy/normative documents, and the respective implementation documents. This will help to defi ne 
in details the real contents of each domain, including also the “mandate areas” of those institutions in 
charge of JHA and CFSP/CSDP, beyond the formal wording at strategic level. 

This should enable the defi nition of the real commonalities between an area X (for example terrorism) of 
internal security and the correspondent area X (again terrorism) of external security.

Moreover, in order to go beyond the wording used in strategic documents, it should be checked whether 
certain areas/sub areas mentioned only in the framework of external security (for example poverty) have 
in reality indirect effects on internal security (for instance by causing the conditions for large-scale illegal 
immigration towards Europe) although they are not formally mentioned in documents related to this 
second domain.

Investments could therefore be optimized within the real borders of these commonalities, thus favoring 
a “functional” security in certain areas/sub areas regardless their formal and direct links to internal or 
external security policies.

2. The second research priority concerns the level of formal competencies and functioning (decision-
making) of EU and national institutions and agencies in the areas/sub areas of intersection identifi ed 
by the fi rst research priority. This research activity should be conducted at political-institutional and 
technical-operational levels, again both at EU and national levels, regarding also the mechanisms, the 

3  Florian Trauner, The internal-external security nexus: more coherence under Lisbon?, ISS Occasional Papers, March 2011, n. 89, 

p. 5, http://www.iss.europa.eu/uploads/media/op89_The_internal-external_security_nexus.pdf
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capacities and above all the procedures that are currently available (especially when it comes to improve 
interoperability).

The unavoidable areas of overlap and/or gap should be identifi ed and managed with guidelines aimed 
at improving coherence and coordination among the variety of actors involved, bearing in mind that 
different situations require different solutions (at EU and at national level).

This exercise should also consider the potential advantages of more comprehensive mechanisms of 
coordination recommended by H2020 and involving, beyond EC and EDA, also other EU Agencies 
such as FRONTEX, EMSA, ENISA and Europol, for an enhanced coordination of EU programmes and 
policies covering the two internal and external security sectors and other EU initiatives.

It shall be also considered the potentiality of the Lisbon Treaty to improve EU institutional coherence in 
the complex balance between internal security needs and external security goals. This kind of analysis 
should also comprise a review of the provisions laid down in the Lisbon Treaty relevant for internal and 
external security policies, which: a) are new and not yet implemented, for instance the Solidarity Clause 
and the Permanent Structured Cooperation; b) were already foreseen in previous provisions also out 
of the Treaties, but have never been implemented, for instance the CSDP civilian operations including 
civil protection; c) are under implementation, for instance the changes concerning the EU mechanism 
of civil protection that will pave the way for more integration and better cooperation inside and outside 
the EU. Such analysis shall to reassess the viability of certain provisions and the possible measures to 
implement them.

In conducting these analysis it is worth recalling that any “technological interoperability” cannot be 
separated from an adequate “legal-procedural-organizational interoperability” therefore appropriate 
frameworks for the latter should be identifi ed.

3.  The third research priority shall be devoted to map the technologies applicable to the above-
mentioned areas/sub areas of intersection. It shall aim to individuate shortfalls and direct investments 
accordingly, by avoiding duplication and taking advantage of double application of certain technologies.

Such mapping should not be separated from an accurate consideration of dual-use domains, bearing 
in mind that technology itself is not military or civil but rather is the application that makes the difference.

To this end, and in order to involve also national levels, an interesting proposal4 support the opportunity 
of establishing a European industrial database of available dual-use technologies and R&T projects 
developed for civil security and military application, both in the Member States and at the EU level. 
This would allow Member States to better evaluate R&T investments, and lowering, at the same time, 
the barriers between the markets by reducing the duplication of efforts. Indeed, some Member States 
have started comparing military and security capability development plans and are looking for shared 
roadmaps to delineate dual-use technology needs. Therefore, the European Commission should launch 
a coherent initiative on such kind of database involving both the Member States and the EU level.  

Actions in this fi eld should take into consideration results, limits but especially potentials of the European 
Framework Cooperation (EFC) for Civilian Security, Space and Defence-Related Research. In particular 
with reference to the EC-EDA relation, the identifi cation of common dual-use technical requirements 
in the upstream planning of R&T investments in selected sectors should be supported, aiming at a 
gradual high-quality implementation considering that H2020 suggests a broad understanding of civil-
military interoperability meaning activities ranging from civil protection to humanitarian aid, from borders 
management to civil peacekeeping.

The choice of these sectors should also consider the above-mentioned areas/sub areas of intersection 
and the synergies linked to the Key Enabling Technologies (KETs).

4  Ecorys, Study on Civil Military Synergies in the fi eld of Security, Final Report for the European Commission DG Enterprise & Indus-

try, May 2012, p. 95, http://ec.europa.eu/enterprise/policies/security/fi les/doc/study_ecorys_cimisos_fi nal_report_en.pdf
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Last but not least: in order to carry out the analysis described by the aforementioned research priorities, a 
proper involvement of relevant stakeholders is recommended at public and private, European and national, 
politico-institutional and technical-operational level, including experts and industry representatives, with 
the aim of identifying a “real” framework that will provide a basis for recommendations tailored to the 
“real” situation/needs.

Furthermore, it is recommended to provide proper access to relevant results of previous and current 
projects within the FP7, not only within the theme of security, but also including other fi elds (for instance 
JHA).
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4.8    Enhance standardisation and interoperability of systems, 
        including those for emergency purposes

H2020 Text:

“Pre-normative and standardisation activities will be supported across all mission areas. Activities 
across all mission areas will also address the integration and interoperability of systems and services 
including aspects such as communication, distributed architectures and human factors, including 
those5 for emergency purposes.”

Introduction

The European Union, its citizens and its international partners are confronted with a range of security 
threats such as crime, terrorism and mass emergencies caused by man-made or natural disasters. These 
threats can span across borders and aim at physical targets or the cyberspace. Attacks against internet 
sites of public authorities and private entities, for instance, not only undermine the citizen’s trust but 
may seriously affect such essential sectors as energy, transport, health, fi nance or telecommunications. 

The increasingly rapid evolution and growth in the complexity of new systems and networks, coupled with 
the sophistication of changing threats and the presence of intrinsic vulnerabilities, present demanding 
challenges for maintaining the security of Information and Communications Technology (ICT) systems 
and networks. 

In the past few years security has quickly moved on, with areas such as cyber-security, cloud, mobile, 
machine-to-machine (aka internet-of-things) producing more requirements. We have seen demands 

5  “those”: Missing in the original text; added.
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placed by the growing threat of criminal activities and risks to critical infrastructure. In some cases, 
protection infrastructure may even get hijacked, to serve as a Trojan horse in order to attack protected 
infrastructure. Just to make an example, hackers are taking over an increasing number of security 
cameras to spread malware, break in to networks and to see what governments and businesses are 
keeping an eye on. To minimize exposure to risks, security must be built in from the beginning when 
designing new architectures, not added on later as an optional feature. 

Sensitivity towards the privacy of the citizen, of his freedom and of his data is increasing but is lagging 
behind the rollout of new services and applications which depend on a culture of openness and sharing. 
Defi nitively, the user demand for open, quick, free access to services (transport, telecommunications, 
power supply, etc.) must be traded off with adequate privacy, security and data protection.

Interoperability entails the capability of different standards to be reciprocally compliant. In the context 
of Systems of Systems (SoS), interoperability is the ability of different types of computers, networks, 
operating systems, user terminals, network management platforms, telecommunication standards and 
applications to work together effectively. In this framework standardization in security implementation 
plays a key role. 

Security is a common requirement for SoS, its standardization is essential to ensure interoperability among 
systems and networks, compliance with legislation and adequate levels of security. These standards 
provide the means for protecting the user, especially wherever and whenever cyber-security and data 
integrity also entail physical safety in a complex framework of “digital living”. Security standardization is 
also a mean to create a more secure and profi table environment for the industrial sector, from SMEs to 
large global companies, and to provide benefi ts for a diverse range of interest groups: fi rst-responders, 
communities, government and non-government organizations, research bodies, universities and so 
forth.

What needs to be done

Here follows a list of capacities that should be developed at local, regional, national and European level.

To foster radio interoperability based on IP protocols and spectrum harmonization6.

Lack of interoperability in telecommunications is an urgent problem affecting every level of government 
as well as citizen trust in government. When different fi rst-responder organizations convene at an incident 
scene, their radios are often mutually incompatible, since they operate over different frequencies and 
often use different technologies. Swapping radios and implement mutual-aid channels, and gateways 
that bridge two or more radio systems are partial solutions: none of them completely solves the inherent 
limitations of radio communications. Limitations include lack of standards (or, what is worse, multiple 
standard proliferation), exclusion of people using devices other than radios, inability to communicate 
from outside the radio range, and in some cases lack of resiliency of the radio infrastructure. Additional 
interoperability impairments may be encountered dealing with multiple nations’ fi rst-responders 
organizations, during cross-border operations and international cooperation.

A n approach based on IP standards, including IMS, SATCOM, QoS and multi-level security, shall 
overcome these limitations. 

Standardization at technological level shall also imply a specifi c activity at regulatory bodies’ level to harmonize 
spectrum utilization at least at EU level, in order to overcome problems encountered by teams of fi rst responders 
from different countries co-operating in a widespread, major emergency scenario.

6  Reference to SERIT 2011 white book: TA2.3, TA2.5, TA2.6, TA2.7, TA2.9; reference to SERIT 2012 white book: “Interoperability”, 

“Communication command and control and information systems”.
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To exploit IP protocols interoperability for implementing future-proof situation-awareness’ 
information sharing, beyond radio integration7. When radio communications travel over IP networks 
like any other kind of voice, video, or data traffi c, public safety agencies can communicate, collaborate, 
and coordinate response using any radio system, in any location with a connection to an IP network. Use 
of IP networks also enables public safety agencies to augment radio with other types of voice traffi c as well 
as video and data, increasing situational awareness - including augmented reality contents - by delivering 
the right information to the right people at the right time and in the right format. 

The inherent advantages of IP-standards, redundancy and resiliency, and scalability-are especially 
valuable in public safety environments. 

Fast-deployable, delay-tolerant IP network segments, including security and QoS features should be 
developed, in conjunction with SDR and SATCOM evolutions.

Current evolution of LTE standard should be exploited in order to push introduction of non-consumer 
features like group-call and to enhance secure multicast and broadcast capabilities.

To exploit current and near-future technologies for legacy systems interoperability8. 
Interoperability endeavors must aim to develop new solutions compatible with legacy, current and 
near-future technologies (e.g. TETRA, DMR, Athena Fidus, Galileo, and LTE). Backward compatibility 
with legacy systems and analog to digital interoperability, migration towards IPv6, interoperability 
among operators, service integration/portability shall also be pursued. In particular, it is necessary to 
design multi-network solutions assuring a transparent connectivity to the user in any circumstances, 
and able to improve the effi ciency for public security operations, emergency care services, homeland 
security applications. Cloud computing being an opportunity, securing the cloud in a multi-level security 
framework becomes of the uttermost importance.

To leverage crowd-sourced data for security and safety9. The rise of crowd-sourced data is no 
surprise to anyone in business and government. The growing importance of social networks to support 
business initiatives has been documented many times over in the news media. 

The implications of this type of data collection for early warning and/or confi rmation of information – 
social media as a sensor – are signifi cant if applied to the fi eld of public safety. By combining social 
media data with geospatial analysis, offi cials may be able to prepare for and respond to a disaster faster 
than ever before. Sensory data when combined with social media data and/or sentiment analysis, 
provides both the “what,” or that an event has just occurred or is about to occur, and the “who,” the 
“why,” and the “how” – or the context of an event, including the public’s level of understanding, its 
reaction to and knowledge of factual information, may even assist in predicting second and third-level 
events that might arise as a result of the original disaster.

Despite the benefi ts of collecting crowd-sourced data during an emergency, it has not yet been adopted by 
incident response agencies for a variety of reasons. Many in the incident response community are reticent to 
social media data a valid information source. In large part, this is due to the diffi culty (including data reliability and 
liability concerns) in processing the potentially vast amounts of data during a major operation.

However, new systems for situation awareness exploiting crowd-sourced data in a proper way, also 
integrating them with data collected from wireless sensors networks, from sensors embedded in 
smartphones and PDAs, and from conventional sensors are deemed essential in the future. Simulation 
and modeling “in-the-loop” may play a key role in properly understanding crowd-sourced data and in 
real-time decision support during crisis management.   

To leverage geo-referencing and multimedia for security and safety purposes10. In today’s 

7  Reference to SERIT 2011 white book: TA2.3, TA2.5, TA2.6, TA2.9; reference to SERIT 2012 white book: “Interoperability”.

8  Reference to SERIT 2011 white book: TA2.3, TA2.4, TA2.6, TA2.7; reference to SERIT 2012 white book: “Interoperability”, “Com-

munication command and control and information systems”.

9  Reference to SERIT 2011 white book: TA2.3, TA2.6, TA2.7; reference to SERIT 2012 white book: “Interoperability”, “Communica-

tion command and control and information systems”; Wide-scale long-range multi-sensor surveillance.

10  Reference to SERIT 2011 white book: TA2.3; reference to SERIT 2012 white book: “Communication command and control and 

information systems”.
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world, texting has become second nature to most people. Current college students don’t know a world 
without texting words, pictures, and videos. And even those college kids’ grandparents are texting now. 
Texting is ingrained into everyday life now, so Public Safety Answering Point (PSAP) technology needs 
to evolve to catch up in order to meet the needs of today’s wireless, mobile society. Text messages 
coming from e.g. a mobile phone are inherently geo-referenced.

Emergency/mass notifi cation services (EMNS) are focused on the electronic activation and management 
of notifi cation messages to groups or individuals, including fi rst-responders teams, employees, 
citizens, residents, students/parents, customers, suppliers or government offi cials. EMNS can be used 
to organize contacts into an unlimited number of groups (including geo-referenced ones), to send 
emergency messages, to track receipts or responses for message delivery confi rmation, and to perform 
workforce and citizen disaster relief management. 

Systems for secure and reliable transmission of custom or previously crafted message to multiple 
endpoint devices, such as phones, PDAs, desktops, email systems, fax machines, desktops, physical 
security systems, facility management systems, public announcement systems  (analog and digital TV, 
radio broadcast, radio amateurs) and, increasingly, to social media networks should be implemented at 
EU-wide level.

To standardize ICT for health-care management. The information and communication technologies 
(ICT) play central role for the increased effi ciency of the health-care systems and are the glue that 
connects together the different components of any modern health care system. ICT are crucial both for 
patient treatment as well as for cost reduction through adoption of telemedicine. This however demands 
for an additional effort of standardization and interoperability of systems among local, regional, national 
and international health-care providers. 

To standardize and enforce procedures11.To enhance the capability to manage emergency and 
to coordinate heterogeneous teams, also standardization of procedures and languages (intended as 
symbolic) must be pursued.

In addition, in the realistic hypothesis of an emergency scenario with the presence of people (common 
citizens and/or operators) communication messages and information fl ow to citizens and among 
operators must be standardized in order to greatly improve effectiveness of the exploitation of the 
emergency management plans.

Lighthouse projects

Lighthouse projects are normally perceived as projects with the explicit goal of accelerating changes 
in perceptions and beliefs on a wide scale. We envisage the need of lighthouse projects in the area of 
improving integrated risk modeling and resilience of “system of systems”, intended as a combination 
of critical infrastructures from different sectors, interacting each other. Two meaningful examples follow:

1) A project in the domain of radio communication for fi rst responders and Law Enforcement 
Agencies with a view to transition from the old TETRA/TETRAPOL systems to a new 
communication system based on several interoperable components built around a security 
enhanced LTE standard and satellite systems; 

2) A project demonstrating how urban security and citizen safety may be enhanced and enforced 
through multiple systems interoperability.

11  Reference to SERIT 2011 white book: TA2.6; reference to SERIT 2012 white book: “Interoperability”.
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4.9   Safety and Security of the Cultural Heritage
 and Built Environment

H2020 Text: 

“Cultural heritage assets are unique and irreplaceable in their tangible form as well as in their 
intangible value, cultural signifi cance and meaning. They are a major driver of societal cohesion, 
identity and well-being as well as contributing signifi cantly to sustainable growth and job creation. 
However, Europe›s cultural heritage is subject to deterioration and damage, further exacerbated by 
increasing exposure to human activities and extreme weather events resulting from climate change 
as well as due to other natural hazards and disasters. The aim of this activity is to provide knowledge 
and innovative solutions, through adaptation and mitigation strategies, methodologies, technologies, 
products and services for the preservation and management of tangible cultural heritage in Europe 
at risk from climate change. To achieve this, multidisciplinary research and innovation will focus on 
the following: 

5.6.1. Identifying resilience levels via observations, monitoring and modelling 

New and improved damage assessment, monitoring and modelling techniques will be developed to 
improve the scientifi c knowledge-base of the impact on cultural heritage of climate change and other 
environmental and human risk factors. The knowledge and understanding generated with the help of 
scenarios, models and tools, including analysis of the perception of value, will help provide a sound 
scientifi c basis for the development of resilience strategies, policies and standards, within a coherent 
framework for risk assessment and management of cultural heritage assets. 
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5.6.2. Providing for a better understanding on how communities perceive and respond to climate 
change and seismic and volcanic hazards 

Research and innovation will, through integrated approaches, develop resource effi cient solutions for 
prevention, adaptation and mitigation, involving innovative methodologies, technologies, products and 
services for the preservation of cultural heritage assets, cultural landscapes and historic habitats. “

The need to ensure the Safety of cultural heritage and built environment has a tremendous social and 
cultural impact, as evidenced in occasion of some recent events like the earthquakes in Abruzzo (2009) 
and in Emilia Romagna (2012), as well as the series of damages that have caused the collapse of one 
of the archaeological sites most important to the world as Pompei.

This necessity has an ambivalent character regarding both the Safety, with reference to the risk 
associated with environmental, and especially climate, changes and natural disasters, and the Security, 
with respect to damages caused by deliberate and accidental human acts and, in particular, by criminal 
and terrorist events. Furthermore, the fruition of cultural heritage asks for Safety conditions for the users 
as, for example, the visitors of a museum or an archaeological site.

The need of an integrated approach to Security of the two areas (cultural heritage and built environment) 
is well pointed out by the 2012 UNESCO Recommendation on the Historic Urban Landscape; UNESCO 
Recommendation sees the historic urban landscape urban area as a result of historical stratifi cation 
of cultural and natural values, which go beyond the usual concept of “center” or “ensemble”, so as 
to include the broader urban context and its geographical location. This wider context includes the 
topography, geomorphology, hydrology and natural features of the site, its built environment, both 
historical and contemporary, its infrastructure above and below ground, its open spaces and gardens, 
its models of land use and spatial organization.

With respect to the above sketched model, Confi ndustria Innovative and Technological Services and 
the Industry and Culture Foundation promoted the creation of the Italian Technology Platform for the 
Cultural Heritage (CH) “IPOCH2” attended by over 130 companies, universities and research centers 
Italians. IPOCH2 has the main aim to improve the Italian participation to European research programs 
in the fi eld of the cultural heritage, by focusing on themes of great interest for the protection and Safety 
of both the cultural heritage and new built. In addition, the Focus Area Cultural Heritage (FACH) of the 
European Construction Technology Platform (ECTP) states that the protection of cultural heritage is 
one of the signifi cant social needs at European level. Furthermore, the technological Platform “Security 
Research in Italy (SERIT)” focused on the thematic of the Security and promoted jointly by CNR and 
Finmeccanica, has identifi ed the “Integrated Security of the Cultural Heritage and Built Environment” as 
one of the application sectors with national priority. At the present stage, SERIT is attended by over 250 
partners and more than 1000 members.

It should be emphasized that the Safety requirements are at the basis also of the new concept of “Smart 
Cities” and cut across the fi elds of “smart mobility, smart culture and smart environment” in order to 
ensure a balanced and well-behaved development in urban and metropolitan areas. 

From a technological point of view, the need for Safety and Security requires a multiform action able to 
account for both the heterogeneity of environmental hazards (climate change, seismic, hydrogeological, 
..) and human factors, and to provide a support to the protection and risk mitigation in all the different life 
phases of the cultural heritage and built environment. Accordingly, most part of the enabling technologies 
are common to the two areas and should comply with the relevant need of non-invasiveness and 
capability to not affect the normal use conditions of the heritage or structure. 
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In this frame, the development and use of the observation and sensing technologies are very important 
in order to ensure a long-term monitoring of the cultural heritage, which is necessary for a proper 
maintenance planning and programming of the interventions of consolidation, restoration and retrofi tting. 
The other stringent need is concerned with the possibility of a quick damage assessment, which requires 
the development and use of sensing/observation technologies for a fast evaluation of the structural 
status and for the identifi cation of anomalies in the dynamic behavior of the structure.

Main areas for Research Projects are:

Security and sustainability of cultural heritage and built environment 

The cultural heritage represents a priceless treasure for our country so that all aspects regarding actions 
to prevent critical situations and ensure Safety during crisis events are focal points of interest. These 
issues are concerned with cultural heritage (movable, immovable, archaeological and natural) and built 
environment and involve both Safety issues, with respect to risks related to environmental changes 
and natural disasters (fl oods, earthquakes, landslides, fi res), and Security issues with respect to human 
actions and effects on them. 

Looking specifi cally to fruition processes, the valorization approach should take into account models 
and guidelines dictated by the management plans of UNESCO sites. Secure conditions for the visitors 
have also to be ensured and a crucial point regards the design and implementation of tools for handling 
situations related to tampering or theft. In fact, the symbolic value of cultural heritage, which represents 
the identity of a people, makes them very attractive as targets of the terrorist phenomenon (bear witness 
to the attacks against the Uffi zi Gallery and the Basilica of St. John Lateran). Other relevant issue regards 
the necessity to ensure safe and secure conditions for the movable heritage transport by mitigating and 
counteracting the risks due to the low expertise of the stakeholders and to possible criminal acts. 

The protection of cultural heritage sites requires an integrated strategy based on the synergic combination 
of different techniques and arises a series of important technical/scientifi c challenges: in fact, systemic 
approaches are needed with the aim to identify and integrate methodologies and technologies, suitable 
for dealing with complex systems such as the archaeological sites. Unfortunately, recent experiences have 
shown how a low attention is due to the proper planning and implementation of preventive measures 
necessary for the protection of cultural heritage: therefore, it is necessary to adopt organizational strategies 
supported by technological tools that make it possible to signifi cantly reduce the risks.

Research and innovation efforts should be done for the promotion and improvement of the Safety of 
the built environment (also in cultural heritage contexts) through monitoring strategies for the effi cient 
maintenance and prevention against natural hazards (earthquakes, landslides...) and human factors. 
The results of the monitoring should be used even as “constraint and input data” to structural models of 
the heritage so to improve the prediction capabilities of these structural models about the vulnerability 
assessment. The long-term monitoring is also important in order to ensure early warning detection 
capabilities in the case of inadequate planning and to get information on construction methods and on 
the deterioration status also due to normal aging. The monitoring of the slow movements of the structures 
and of the deformation of the surrounding territory, (mainly thanks to remote sensing technologies on 
satellite and airborne platforms) is also necessary even for the identifi cation of patterns of behavior of 
structures in relation to exposure to different types of risk. In addition, the in-situ diagnostic tools are 
important for the verifi cation of the goodness and effectiveness of reinforcement operations and pose 
interesting scientifi c challenges related to the need to monitor new materials behavior. Especially in this 
regard, research on advanced materials and structures to support, consolidate and protect Cultural 
Heritage should be taken into account.
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In addition, the need for a quick damage assessment, after a crisis event, requires a fast analysis of 
the status of the structure also in terms of dynamic behavior. This need is particularly felt in the fi rst 
operational phases of the crisis, because it has impact on both prioritization in planning interventions 
and for a situational awareness.

Sub-thematics 

• Monitoring and quick damage assessment of cultural heritage and built environment 

Research efforts should be made to allow the implementation of systems able to couple 
both the monitoring and the quick damage assessment for both the cultural heritage and 
built environment. This aim calls for the development and integration of sensing/observation 
techniques, with a null or low-level of invasiveness, able to perform a monitoring, which has to 
be: continuous in time, capable of a rapid and/or on-demand diagnostics, multi-sensing, multi-
scale (global view of the and structure of the area and detailed diagnostics of single parts of 
the heritage) multi-resolution, multi-depth. Main key ingredients are requested like: advanced 
systems based on wireless networks, ICT system architecture, integration of non-invasive 
diagnostic techniques based on electromagnetic and / or acoustic sensing, advanced materials 
and systems for protecting, securing and consolidating Cultural Heritage.

• Control and monitoring of the works to the public and the Safety of visitors

Efforts should be performed for the development of integrated systems designed to ensure the 
Safety of the heritage (movable, immovable, archaeological and natural) during exhibits, against 
tampering, environmental alteration or theft, natural disasters (fl oods, earthquakes, landslides, 
fi res) or sudden failures. Development of integrated systems should be performed so to ensure 
the Safety of visitors and of the exhibited works and also to increase the Security conditions of 
the fruition (natural or archaeological sites) by means of tools for the individual identifi cation of 
the visitors. In particular, the Safety of people and visitors of archaeological sites and museum 
buildings arises two main issues. The fi rst one is concerned with the design and implementation 
of technologies based on the analysis of time-related observations for: automatic recognition of 
people, the automatic analysis of scenes and the identifi cation of potential non-licit behaviors. The 
second one is concerned with the privacy issues of individuals.

• Systems for the integrated management and remote Security of movable works

Efforts should be performed to set-up technologies able to ensure the Security of the movable 
heritage during transport, with a particular focus to ICT tools to:

• Enhance the Safety of cultural heritage in the areas of fruition and during transportation, 
by means of traceability and monitoring of the visit, integrated  planning in the frame of the 
Emergency Plans (identifi cation of objects and procedures for emergency evacuation);

• Ca rry out a time-continuous monitoring in order to mitigate risks during emergency transport;

• Support organizational aspects: impact assessment and development of protection schemes 
of the artistic furniture.
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• Emergency management in occasion of criminal acts and disasters

Efforts should be performed for the development of techniques able to manage effectively a 
crisis in order to avoid permanent damages. The focus should be given to the performance 
investigation of tools, such as robotics for targeted interventions, and to enhance the capability 
of a dynamic survey and planning of interventions so to properly act even in crisis events. In 
this frame, state of art and novel observation technologies should be improved as a fi rst step 
of a strategy able to: monitor in real time the evolution of the phenomena; use predictive and 
simulation techniques; provide fast and appropriate response plans. Finally, for a reliable crisis 
management, a key factor is the training of the security operators: in this frame, it is important 
to investigate new software tools able to provide total immersion and virtual environments or 
serious gaming techniques. 
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4.10   Security of the Smart Cities 

“3.1.3. Foster European Smart cities and Communities

Urban areas are one of the largest consumers of energy in the Union and emit a correspondingly 
large share of greenhouse gases, while generating a substantial amount of air pollutants. At the 
same time, urban areas are affected by decreasing air quality and climate change and have to 
develop their own mitigation and adaptation strategies. Finding innovative energy solutions (energy 
effi ciency, electricity and heating and cooling supply systems), integrated with transport systems, 
smart construction and urban planning solutions, waste and water treatment as well as ICT solutions 
for the urban environment are therefore crucial in the transformation towards a low carbon society.

Targeted initiatives in support to the convergence of industrial value chains of the energy, transport 
and ICT sector for smart urban applications need to be envisaged. At the same time, new 
technological, organisational, planning and business models need to be developed and tested at full 
scale according to the needs and means of cities and communities and their citizens. Research is 
also needed to understand the social, environmental, economic and cultural issues that are involved 
in this transformation.”

Introduction

The concept of the Smart City takes into account that urban settlements can be considered as a 
network of networks, which strictly interact among each other and are mutually dependent; therefore, the 
functioning of a Smart City is based on the reliability and the strict interconnection of its infrastructures, 
as energy, ICT, mobility, etc. 
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Accordingly, the concept of smartness is strongly linked to the concepts of safety and security: in 
fact, a city cannot be smart if it is very vulnerable. Therefore, prevention preparedness and mitigation 
technologies as well as early warning and alerting tools play a key role in smartness, since key points 
are the mitigation of the vulnerability of urban areas (i.e., damages suffered due to natural hazards and 
threats) and the improvement of their resilience.  

The vulnerability of urban areas and of the embedded infrastructures depends on their status, which 
is affected by many different factors (as e.g. ageing of infrastructures or differential displacements 
or effects due to extreme weather conditions).  Urban areas and infrastructures could be seriously 
damaged even by events, whose impact would be negligible in “normal situations” when their status 
is “optimal”. These considerations arise the necessity to perform a long-term assessment of the status 
of cities and of the embedded infrastructures: in this way, it is possible to “monitor” them by taking into 
account the multiplicity of the risks/hazards so to ensure a reliable “scenario analysis” for the support to 
the City managers in the long term planning of the City and Infrastructures.

For these reasons, current management of urban areas as well as early warning, alerting systems crisis 
management systems (in a fi rst instance, quick damage assessment) and scenario analysis / planning 
tools should be seen according to a holistic perspective in terms of necessities and opportunities. This 
approach does not only avoid duplications but also allows to share costs (e.g. monitoring systems 
allow to plan ordinary/extraordinary maintenance and by this way to get saving) in view of an economic 
sustainability of signifi cant interest in the present times. 

What needs to be done

Due to the pervasive presence of infrastructures in the urban areas, Smart City security requires:

• Integration of different sensing technologies to provide monitoring, surveillance and the quick damage 
assessment. In this frame, efforts should be focused to build “a toolbox” of different observation 
technologies, whose integration should be performed so to deal with different infrastructures and 
type of hazards. The most promising techniques are the ones based on the remote and not-invasive 
sensing as the electromagnetic and acoustic ones, possibly to be integrated with the usual systems 
(video surveillance...);

• Adaptive Wide Area Surveillance and Monitoring Systems, to be developed by integrating ground 
based, airborne and satellite based technologies. In this way, a new concept of  integrated monitoring 
should be designed and tuned to the different types of urban areas, infrastructures and hazards/
risks;

• The interoperability of the different monitoring systems in order  to allow the information transfer 
among them and with a command and control center supervising all the network of the infrastructures 
and the related monitoring systems;

• Common operational monitoring protocols, for the main typologies of infrastructures and risks; 
according to these protocols, the sensing techniques can be deployed in cascade depending on 
the status of the infrastructure and the observed urban scenario;

• The improvement of ICT tools able to control the single monitoring system in order to provide real 
time information about the “status” of the infrastructures and the urban territory;

• The improvement of the usage of mobile devices both as non-traditional distributed sensors and as 
ubiquitous and real time information source for citizens during normal life and crisis events.
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Main areas for Research Projects are:

Smart City is a critical distributed Infrastructure

Smart Cities rely on digital infrastructures and information generated and distributed through them. 
There is a signifi cant convergence between resilience and continuity issues of Critical Infrastructures 
and of Smart Cities, with the major difference that Smart Cities always are densely populated areas and 
therefore have to deal with problems in term of goods provisioning, evacuation, public health, etc. 

The identifi cation of infrastructures needed for the orderly functioning of a Smart City must be part of 
the defi nition of the Smart City itself, even if it is not one of the “traditional” smart infrastructures (e.g.: 
fi nancial, GPS, Tetra, etc.). 

Improved resilience design of critical infrastructures has to be promoted so to reduce their vulnerability 
against natural and man-made hazards, also by taking into account the necessity to mitigate/avoid 
cascading effects. 

The protection of the infrastructures must be assured through prevention and mitigation technologies 
as well as early warning and alerting tools. In this frame,  by a key point regards the development of 
systems, which are able to couple current monitoring and quick damage assessment by exploiting 
state-of art non-invasive sensing technologies and combining  ground based, airborne and satellite 
observations with ICT concepts (cyber intelligence, analytics, threat detection, etc.).

New and smart European early warning and alerting systems, as well as crisis management systems, 
have to be based on an accurate knowledge of the status of the infrastructures. In this framework, the 
assimilation of monitoring data into the structural modeling of infrastructures can play a key role; in fact, 
in this way, it is possible to have always an updated information about the infrastructure vulnerability and 
accordingly to develop all the necessary actions. 

Adaptive Wide Area Surveillance and Monitoring Systems should be developed, by integrating ground 
based, airborne and satellite based technologies. In this way, a new concept of an integrated monitoring 
will be developed and tuned to the different types of infrastructures and of the hazards/risks. Operational 
monitoring protocols have to be designed so that sensing techniques are deployed in cascade (from 
the cheapest one up to the more expensive ones) depending on the status of the infrastructure and the 
observed scenario. 

In this framework a key point is represented by the development of an integrated observational system 
able to couple current monitoring, alerting systems and quick damage assessment. It will be based on 
the integration of observing capabilities (both ground based airborne and satellite based) with navigation, 
TLC and ICT technologies and on the development of new observational platforms (e.g. UAV) and new 
advanced observing technologies (as new non-invasive sensing technologies, low cost technologies, 
“sensors not sensors” , dust of sensors, etc.). The use of “not sensing instrumentation” as sensors 
opens new frontiers, particularly when linked to the increasing use of mobile advanced technologies 
by citizens, and to information sharing. Moreover, improved and ubiquitous connectivity will allow to 
“exploit” citizens themselves as a real integrated suite of sensors, which can be very useful both for 
current monitoring and crisis management.

The sharing of costs is very important in order to ensure the sustainability of the approach: therefore, 
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integrated systems able to couple current monitoring with quick damage assessment, allow to plan 
ordinary and extraordinary maintenance. This reduces not only the vulnerability of the infrastructure but 
also the costs necessary for a proper infrastructures long term maintenance and the costs due to the 
interruption of the service provided by the infrastructure and the related cascading effects. 

New federated and scalable ICT architectures have to be developed in order to: 

• Obtain a high observational fl exibility; 

• Support advanced data processing (e.g. High Performance Computing, Grid/Cloud Computing, 
etc.) of information delivered by heterogeneous sources (extraction, classifi cation, semantic analysis, 
correlation, fusion); 

• Exploit the opportunities offered by web (web sensors, web services, etc.) 

• Provide effective technological indicators at support of the decision from stakeholders. 

Data management must guarantee both real time situational awareness for wide areas (by real time data 
gathering and integrating from different data sources) and full and open access of citizens to data so to 
ensure  real time information dissemination to citizens (everywhere and every-when).

Standardization and interoperability are key points not only for the effi cacy of operations but also to 
guarantee economic sustainability of monitoring systems, b y allowing the sharing of data and services 
among many different end-users. In addition, Great attention should be devoted to the interoperability 
among different monitoring systems, which are in charge of different stakeholders. 

Smart City needs to manage crises and disasters

Cities are the likely target of a crisis or a disaster and therefore a Smart City must be able to perform 
better of a traditional city when facing a crisis event.

In the design of a Smart City, one of the key points is to defi ne solutions in order to implement/improve 
resilience and/or to manage crises and disasters. The effectiveness of these mechanisms will rely on the 
more extended and distributed availability of information, which is typical of a Smart City, and on the presence 
of many systems able to acquire sensors data, to evaluate warnings, streamline processes and fl ows, to 
distribute information and to provide advice or mandatory indications on the behaviors to be followed during 
a crisis event (e.g. integrate ground based, airborne and satellite based technologies with position and 
navigation technologies and with ICT, exploiting opportunities offered by web and mobile based tools).

New Concepts of Operations have to be developed, covering both the whole crisis management chain 
and societal resilience. 

Early warning and alerting systems will take advantage from the development and standardization of 
technological solutions and systems able to incorporate/integrate information delivered by a large arena 
of different sources, so to allow combined capabilities of current monitoring, alerting capability and 
crisis management. The new advanced Adaptive Wide Area Surveillance and Monitoring Systems, 
based on the integration of ground based, airborne and satellite based technologies with position and 
navigation technologies and with ICT tools (in particular, by exploiting opportunities offered by web 
based solutions), will be crucial for the different phases of the cycle management from the awareness, 
to the preparedness, to the recovery. 
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Interoperability and real time data access are crucial both to improve data gathering and information 
distribution in order to guarantee real time situation awareness and to deliver real time and multi-content 
information to stakeholders and citizens. 

In a crisis, systems continuity and on-going interoperability must be preserved and emergency 
communications must be guaranteed. A focus should be provided to solutions aiming at permitting 
communications interoperability across different networks and to protocols able to maximize the 
capability of the city to manage the event and bounce back.

Smart City should ensure privacy and freedom and be inclusive

Many topics of interest in this area are relevant to specifi c features of the Smart Cities environment:

• The socio-economic dimension: public security vs. crime costs in Smart Cities, where multiple 
systems and intelligence information should be available;

• The cultural and anthropological dimensions: the inclusion focus in Smart Cities should address the 
culture and community building by overcoming/mitigating the issues related to immigration, values 
diversity, beliefs;

• The security and architecture dimension: the introduction of security systems should be part of Smart 
Cities planning and lead to reduce risks due to spatial segregation while enhancing opportunities to 
mix and exchange;

• The role of media and communication: to design the Smart Citizen interaction systems in order to 
maximize the distribution of information and of crisis indications.
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